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 Great Chatwell Academy of Learning

Introduction 
from our MD, 
Lee Byrne 

We have been working closely 

with leading cryptocurrency 

technology business, Coinfirm 

Ltd, to provide advisory and 

training support for crypto-

businesses and ICO’s during 

2018 and this report represents 

the first of a series of updates 

that we will be providing to 

our clients going forward. We 

hope that it helps to de-mystify 

this subject and inform some 

of the key regulatory develop-

ments that we anticipate hap-

pening. Enjoy!

International ICO/ 
Cryptocurrency 
Regulatory 
Developments

European Union

5th EU MLD Text Approved

On 14 May 2018, the Council 

adopted a directive strengthening 

EU rules to prevent money laun-

dering and terrorist financing.

The directive sets out to close 

down criminal finance with-

out hindering the normal func-

tioning of payment systems. 

Amending directive 2015/849, 

it is part of an action plan 

launched after a spate of terror-

ist attacks in Europe in 2016.

“These new rules respond to 

the need for increased security 

in Europe by further removing 

the means available to terror-

ists”, said Vladislav Goranov, 

minister for finance of Bulgar-

ia, which currently holds the 

Council presidency. “They will 

enable us to disrupt criminal 

networks without compromis-

ing fundamental rights and 

economic freedoms.”

The directive was adopted at a 

meeting of the General Affairs 

Council, without discussion. 

This follows an agreement 

with the European Parliament.

The Parliament approved the 

agreed text on 19 April 2018.

The main changes to directive 

2015/849 include addressing 

risks linked to prepaid cards 

and virtual currencies.

Great Chatwell 
Academy of 

Learning
• • •

Online Certified Learning

The ‘Advanced Certificate in 

Managing Virtual Currency 

and Financial Crime Risks 

(2018)’ online course is one 

of the most exciting financial 

crime courses in our port-

folio and aims to demystify 

the management of virtual 

currency (VC), also known as 

cryptography.

Core learning is provided via 

a detailed course manual, 

with additional media provid-

ing further help and guidance 

on some of the course’s key 

learning points.

The course is delivered in as-

sociation with the University 

of Gloucestershire, and stu-

dents who are successful will 

be permitted to use the desig-

nation ‘AdvCertVC’ to confirm 

their qualification.

ht tps : / /www.greatchat -
wellacademy.com/solutions/
solutions-for-you/advanced-
certificate-in-managing-vir-
tual-currency-and-financial-
crime-risks-2018
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http://www.consilium.eu-

ropa.eu/en/press/press-releas-

es/2018/05/14/money-launder-

ing-and-terrorist-financing-

new-rules-adopted/

5th EUD Latest

On 19th June 2018 the text of 

the new directive (2018/843) 

was published in the official 

EU Journal, thereby confirm-

ing that the date for adoption 

by virtual currency exchanges 

and custodian wallet service 

providers as 10th January 

2020.

https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=OJ:L:

2018:156:FULL&from=EN

United Kingdom

Financial Conduct Authority 

(FCA) Annual Business Plan

The UK financial services su-

pervisor outlined its view on 

regulating cryptocurrency 

and ICO’s in its annual busi-

ness plan and confirmed that 

a review of the market will be 

performed in conjunction with 

the UK Treasury and Bank of 

England starting Q2 2018/2019.

They stated: “In the UK, the 

Treasury Committee has an-

nounced that it will be launch-

ing an enquiry. Cryptocur-

rencies themselves (i.e. those 

designed primarily as a means 

of payment /exchange) are not 

currently within our regulato-

ry perimeter. However, some 

models of use or packaging 

cryptocurrencies bring them 

within our perimeter, making 

the landscape complex.

Last year, we issued consumer 

warnings on cryptocurrency, 

Contracts for Difference and 

the risks of Initial Coin Offer-

ings (ICOs).

We will work with the Bank of 

England and the Treasury as 

part of a taskforce to develop 

thinking and publish a Discus-

sion Paper later this year out-

lining our policy thinking on 

cryptocurrencies.”

https://www.fca.org.uk/pub-

lication/business-plans/busi-

ness-plan-2018-19.pdf

South Korea

National Assembly Calls for 

Measures to Allow ICOs

The National Assembly has offi-

cially made a proposal to allow 

domestic initial coin offerings 

(ICOs). As the administration is 

sitting on its hands after impos-

ing a total ban on ICOs in Sep-

tember last year, the National 

Assembly has come forward 

In Focus
Latest ICO

Developments
• • •

An ICO offer from the SEC 

that you can’t refuse!

The US Securities and Ex-

change Commission (SEC) has 

created a fake initial coin of-

fering (ICO) website to help 

investors identify scam ICOs.

The offer has been created 

drawing upon known activity 

and lures from previous illicit 

ICO fraud activities and even 

includes a white paper, Twit-

ter testimonials and a list of 

team members with accom-

panying photographs.

The ICO is called “Howey-

Coin” and offers “an all too 

good to be true investment 

opportunity”. Users who click 

on “Buy Coins Now!” are redi-

rected to an SEC page pointing 

out the signs of fraudulent to-

ken sales and showing some 

of the red flags of which inves-

tors should beware.

A warning also awaits users: 

“If you responded to an in-

vestment offer like this you 

could have been scammed — 

HoweyCoins are completely 

fake!”.

https://www.howeycoins.

com/index.html
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with an official recommenda-

tion.

With the government fail-

ing to present any guidelines 

for ICOs, domestic blockchain 

companies are going to Sin-

gapore and Switzerland to do 

an ICO and pay unnecessary 

expenses. Investors are also 

exposed to the risks of crime 

impersonating ICOs of leading 

companies.

The special committee on the 

fourth industrial revolution 

under the National Assembly 

held the last general meeting 

on May 28 and adopted the 

activity reports over the past 

six months. Through the leg-

islative and policy proposal of 

recommendation finalized on 

the same day, the committee 

accused the administration of 

neglecting its duty in respond-

ing to blockchain application 

expansion, which was selected 

as a core subject in the regula-

tory reform sector.

The special committee on the 

fourth industrial revolution 

said, “We need to form a task 

force including private experts 

in order to improve transpar-

ency of cryptocurrency trading 

and establish a healthy trade 

order. The administration also 

needs to consider setting up a 

new committee and building 

governance systems at its level 

in a bid to systematically make 

blockchain policy and efficient-

ly provide industrial support. 

We will also establish a legal 

basis for cryptocurrency trad-

ing, including permission of 

ICOs, through the National As-

sembly Standing Committee.”

http://www.businesskorea.

c o . k r / n e w s / a r t i c l e V i e w.

html?idxno=22613

JAPAN

The Importance of Global 

Standards in Regulation

According to local Japanese 

news agency Mainichi Shim-

bun, loose overseas regula-

tion of virtual currencies has 

prompted increased money 

laundering among some des-

ignated Japanese organized 

crime groups, with one case 

reported where a total of some 

30 billion yen was funneled 

through various overseas ex-

changes since 2016.

While the Japanese govern-

ment has recently moved to 

strengthen measures against 

money laundering, these are 

limited to the country’s bound-

aries. Grasping the situation 

of money being transferred 

through anonymous overseas 

accounts is a problem that can-

In Focus
Latest ICO

Developments
• • •

46% of ICOs Launched in 

2018 Have No Business 

Plan

Research conducted by ICO 

Rating says that $3.3 billion 

dollars have been raised so 

far this year over 412 projects. 

This figure only counts money 

raised from completed ICOs 

(as opposed to pre-sales and 

unsuccessful/ ongoing pro-

jects) and excludes the now-

discontinued ICO of Telegram 

which was worth $1.7 billion 

alone. If these are counted the 

figure stands at over $6.3 bil-

lion.

It says that only half of the 

completed projects in 2018 

raised more than $100,000, 

while over $1 billion was 

raised by only 20 projects.

According to the report, only 

46.6 percent of these fundrais-

ing projects amazingly “had 

no development before their 

ICO campaign[s]” – meaning 

that they raised their money 

on the strength of an idea 

only.

https://icorating.com/ico_mar-

ket_research_q1_2018_icorat-

ing.pdf
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not be solved without interna-

tional cooperation.

The report provides an insight 

in to how the gangs work. Mem-

bers first convert the group’s 

capital to blockchain curren-

cies such as Bitcoin and Ethere-

um at Japanese exchange op-

erators. These groups spread 

out the virtual currency by 

sending the money to five or 

six accounts held at exchange 

companies that do not require 

identification documents like 

a passport to open an account, 

such as the Russian exchange 

“YoBit. From there, the Bitcoin 

or Ethereum is converted into 

“Zcash,” “Dash” and “Monero” 

-- ZDM.

“It’s a typical money launder-

ing scheme. In a way, I’m not 

surprised,” said a senior of-

ficial at the Financial Services 

Agency (FSA). “If you are going 

to do something illegal, then 

everyone knows to use the 

‘three anonymous siblings,’” 

the official continued, refer-

ring to Zcash, DASH, and Mon-

ero.

h t t p s : / / m a i n i c h i . j p / e n g -

l i s h / a r t i c l e s / 2 0 1 8 0 5 1 4 /

p2a/00m/0na/002000c

MUFG to Release Coin in 

2019

News from Japan local news 

media outlet NHK saying that 

a test phase of the cryptocur-

rency, known as MUFG Coin, 

could involve around 100,000 

account holders.

MUFG Coin is designed to of-

fer currency functionality first 

and foremost, with test cus-

tomers to download an app 

that will automatically convert 

their deposits.

https://cointelegraph.com/

news/worlds-fifth-largest-

bank-to-trial-own-cryptocur-

rency-in-2019-report-says

Japan Continues to Fine-

tune Supervision of ICO’s 

and Cryptocurrencies

Japan is planning is to pass on 

part of the work of overseeing 

virtual currency exchanges to 

a self-regulating body (SRO) 

that functions similarly to how 

the Financial Industry Regula-

tory Authority (FINRA) works 

in the USA. To that end, in April 

2018, the Japan Virtual Curren-

cy Exchange Industry Associa-

tion was launched.

The new group, comprised of 

the 1st 16 licensed Japanese 

virtual currency exchanges, 

In Focus
Latest Crime Update

• • •
UK National Crime Agency 

Report on Organised Crime 

Threats Relating to 

Cryptocurrency

In its latest threat assessment 

of organised crime threats to 

the UK, the NCA have drawn 

attention to the very latest 

threats relating to the misuse 

of cryptocurrency.

Highlights include the increas-

ing use of cryptocurrency to 

launder the proceeds of crime 

by criminals (which is not un-

expected) and the emerging 

threat of crypto mining wal-

ware:

“Cryptomining malware, 

which infects a victim device 

and surreptitiously mines 

cryptocurrencies, has in-

creased during this period. 

According to industry, more 

than 1.65 million comput-

ers worldwide were infected 

with cryptomining malware 

during the first nine months 

of 2017.

We assess it is highly likely 

(this has) increased even fur-

ther in the period since Octo-

ber 2017.”

h t t p : / / w w w. n a t i o n a l -
c r i m e a g e n c y. g o v . u k /
publications/905-national-
strategic-assessment-for-
soc-2018/file
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will have the power to create 

and enforce rules and set fines, 

and eventually develop stand-

ards for ICOs.

After tackling virtual currency 

exchanges, Japan is now mov-

ing on to the ICO market.

In April 2018, the Center for 

Rule-Making Strategies at 

Tama University released a 

list of guidelines for regulating 

ICOs.

The government-backed re-

port states that ICO projects 

should clearly spell out how 

they plan to distribute funds. It 

also outlines rules for tracking 

the progress of a project, con-

firming the identity of buyers 

and restricting insider trading.

According to the information 

we have been given, the pro-

posal will be deliberated by 

Japan’s FSA and could become 

law in a few years.

https://www.livetradingnews.

com/cryptocurrency-regula-

tion-new-laws-big-changes-

coming-86967.html#.WxF-

9gaNhlPY

United States of 
America

“Operation Cryptosweep” 

enforcement action

On 21st May the North Ameri-

can Securities Administra-

tors Association (NASAA) 

announced a coordinated 

series of enforcement ac-

tions by state and provincial 

securities regulators in the 

United States and Canada to 

crack down on fraudulent 

Initial Coin Offerings (ICOs), 

cryptocurrency-related in-

vestment products, and 

those behind them.

NASAA members from 

more than 40 jurisdictions 

throughout North America 

participated in “Operation 

Cryptosweep,” which to date 

has resulted in nearly 70 in-

quiries and investigations 

and 35 pending or completed 

enforcement actions related 

to ICOs or cryptocurrencies 

since the beginning of May.

http://www.nasaa.org/45121/

state-and-provincial-securities-

regulators-conduct-coordinat-

ed-international-crypto-crack-

down-2/

For more information or 

to contact us to learn more 

about our risk and compli-

ance products and services, 

contact us at: 

www.greatchatwellacad-

emy.com

And Finally!
• • •

Bitcoin and cryptocurrency 

addicts offered treatment 

in the UK for the first time

A hospital in Scotland is treat-

ing people who are addicted 

to trading cryptocurrencies 

such as Bitcoin.

Castle Craig Hospital in Peeb-

lesshire, the Scottish Borders, 

has created a course of resi-

dential treatment for “crypto 

addicts” to deal with the un-

derlying issues and learn to 

live without it.

Experts say the trading of digi-

tal currencies or assets such 

as Bitcoin can become a be-

havioural addiction, similar 

to online gambling with some 

users obsessively following 

minute-by-minute fluctua-

tions in prices.

Chris Burn, a gambling thera-

pist at Castle Craig Hospital, 

said: “The high risk, fluctuat-

ing cryptocurrency market 

appeals to the problem gam-

bler.”

https://www.standard.co.uk/

news/health/bitcoin-and-

cryptocurrency-addicts-are-

offered-treatment-in-uk-for-

first-time-a3849456.html


