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 “In Focus” - GCAL OSINT Course 

Details

It’s Spring, the sun is out and finally we appear to be returning to some sort 
of normality, thanks to the outstanding efforts of the wonderful scientists 
and chemists who remain largely unnoticed and unrewarded, but who have 
provided the vaccines that will help us to recover our way of life.

In this special edition of Chatterbox, we wanted to cover customer due 
diligence, and how we can leverage the Internet to complete this process of risk 
assessment and management.

On March the 1st 2021, the European Banking Authority published revised 
Guidelines on money laundering and terrorist financing risk factors. This is an 
important update because firms are required to consider the finer details of this 
document when managing financial crime risks.

Within the body of this document, under ‘Enhanced customer due diligence’, is 
the following text: 

“To comply with Article 18a in respect of relationships or transactions involving 
high-risk third countries, firms should apply the EDD measures set out in this regard 
in Title I. 

In other higher risk situations, banks must also apply EDD. As part of this, banks 
should consider whether performing more thorough due diligence checks on the 
transaction itself and on other parties to the transaction (including non-customers) 
would be appropriate. 

Checks on other parties to the transaction may include: Taking steps to better 
understand the ownership or background of other parties to the transaction, in 
particular where they are based in a jurisdiction associated with higher ML/TF risk or 
where they handle high-risk goods. 

This may include checks of company registries and third party intelligence sources, 
and open source internet searches.”

So, how do you perform Open Source Internet Searches to meet this regulatory 
expectation and what steps have you taken to ensure that you have the skills to 
use the Internet safely and effectively?

Find out more online at: www.greatchatwellacademy.com/osint/

‘Performing Enhanced Due Diligence just got interesting!’
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What is Customer Due Diligence and Know Your 
Customer?
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The terms Customer Due Diligence 
(CDD) and Know Your Customer (KYC) 
are often used interchangeably, though 
their scope is subtly different. 

CDD is generally recognised as being a 
process that captures the identification 
and verification of a customer (KYC), and 
other risk factors such as the rationale 
for the relationship and plausibility of 
the many aspects that all form part of 
the overall client relationship and risk 
profile.

In brief, CDD is a process of due 
diligence that is performed to:

• Confirm that the ‘person’, either a 
natural person, legal entity or legal 
arrangement, actually exists.

• Confirm that the ‘customer’ that 
wishes to use the services of the firm 
is indeed that ‘person’.

• Identify the level of financial crime 
risks associated with the relationship, 
and whether the acceptance of a new 
relationship, or continuation with 
an existing relationship, is likely to 
present higher or lower risks that are 
acceptable according to the firm’s risk 
appetite.

• Identify any attempt to launder the 

proceeds of crime, finance terrorism 
or to conduct a form of fraud, such 
as impersonation fraud and/or loan 
fraud.

KYC/CDD is not a one-off event that 
is performed only when entering into 
a new relationship. It is an ongoing 
process that is strongly related to 
each step and phase of a business 
relationship. The regulations require a 
firm to perform KYC/CDD when it:

• Enters into a new business 
relationship.

• Performs periodic reviews of existing 
relationships.

• Conducts event-driven reviews, such 
as receiving a suspicious activity 
report.

• Completes remediation of customer 
records in response to trigger events, 
such as a fraud incident or other 
criminal activity and losses that are 
identified.

• Is suspicious or doubts the veracity of 
the KYC/CDD already held.

OSINT is Open-Source Intelligence 
Investigation Training.

It is a specific training course 
which helps risk and compliance 

professionals to learn and develop 
new skills to search the Internet 
safely and securely, whilst also 

obtaining and validating data on key 
customers, high-profile individuals, 

and businesses.

OSINT will help you to perform 
enhanced and more forensic 

due diligence checks, as well as 
understanding methods that can be 
used to verify assets, relationships 

and even location.

Throughout the ‘In Focus’ sections 
of this edition, we set out some of 

the key benefits of OSINT, as well as 
highlighting the new awareness and 
skills you will obtain from enrolling 
on to the GCAL OSINT programme 

and how this will benefit you in your 

work.

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

In Focus

What is OSINT?

...continues
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What laws and regulations apply?

Regardless of the terms used, KYC/

CDD is the cornerstone and crucial 

component of managing the risks of 

each relationship, and therefore a firm’s 

anti-money laundering and financial 

crime compliance framework of systems 

and controls. 

How important is KYC/CDD? Well 

according to the Basel Committee, 

“sound KYC procedures have particular 

relevance to the safety and soundness of 

banks, in that: They help to protect banks’ 

reputation and the integrity of banking 

systems by reducing the likelihood of 

banks becoming a vehicle for or a victim of 

financial crime and suffering consequential 

reputational damage. They constitute an 

essential part of sound risk management 

(e.g., by providing the basis for identifying, 

limiting and controlling risk exposures in 

assets and liabilities, including assets under 

management)”.

The Financial Action Task Force (FATF) 

has devised the Forty Recommendations 

(first published in February 2012 and 

updated in October 2020) to guide risk 

and compliance professionals as to the 

global standards that are required to 

be performed to ensure that there is a 

benchmark of international KYC/CDD 

standards.

New for 2012 was the explicit 

requirement to manage customer risks 

according to the risk-based approach 

(“RBA”).  

The RBA model of compliance requires 

a firm to assess the financial crime risks 

associated with a relationship using 

a range of operational and company-

specific factors, and at least five general 

classes of risk factors:

1. Customer 

2. Jurisdiction

3. Product and Service

4. Channel of Delivery

5. Transaction 

The FATF 40 Recommendations have 

been cascaded globally into locally 

applicable laws and regulations, such as 

the EU 4th, 5th and 6th AML Directives, 

and the FINCEN CDD rules of 2018 in 

the USA.  

In the UK, the Money Laundering 

Regulations of 2017 (as amended in 

2019) enacted the EU 4th AMLD to 

introduce new requirements and the 

requirement to manage risks relating to 

certain higher-risk third countries.

On 10th January 2020, these 

regulations were further enhanced 

to widen the scope of the applicable 

regulations to include cryptoassets firms 

and also to firm’s that perform specific 

activities relating to the art market and 

the letting of property.

Criminals, fraudsters, sanctions 

evaders and money launderers 

have become far more effective 

in evading traditional screening 

approaches used by regulated staff.

KYC, aka Know Your Customer, 

is the regulatory requirement 

for financial service companies 

to identify and verify their 

customers, and to assess the risks 

in the relationship. This means 

understanding the nature and 

purpose of a customer’s relationship 

and financial transactions to assess 

the risk of financial crimes such as 

money laundering, tax evasion and 

sanctions evasion.

OSINT provides you with the 

necessary awareness and 

investigative skills, to enable you to 

locate and uncover the information 

required as part of your KYC 

process.

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

In Focus

Use OSINT to Know Your 
Customers (KYC)

What is Customer Due Diligence and Know Your Customer? 
(continued)

...continues
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Regardless of the jurisdiction, or the 

activity that is conducted, a firm that 

is subject to CDD/KYC regulations is 

required to comply with some basic 

rules. These include:

1. Collect information on:

• The identity and wealth profile of the 

applicant or customer.

• The beneficial owners, especially 

those with more than 25% equitable 

ownership or who have a significant 

influence over the conduct of the firm 

(“controlling mind”).

• The persons purporting to act on 

behalf of the customer, for example 

the director, signatory or other 

official acting under a Power of 

Attorney.

• The ownership structure. 

• The purpose and rationale for the 

company.

• Confirmation of how the ‘person’ 

proposes to use the services or 

products of the regulated firm.

2. Take steps to verify the details in 

point 1 above by using independent 

sources of data and information. 

These can include (not intended to be 

exhaustive): 

• Official documentation, ideally 

from a verifiable source such as the 

government, regulated bank or utility 

provider.

• Electronic registers and other similar 

verification .

• Data provided by the firm’s own staff, 

such as a Client Relationship Manager 

who meets with a client at their place 

of residence or who visits the offices 

of a company.

• Sources of information held publicly 

on the Internet (OSINT).

3. Assess the inherent and absolute 

financial crime risks of each 

relationship and allocate a risk 

assessment that is used to determine 

whether the relationship must be 

declined or accepted and managed as a 

low risk, standard risk or higher risk.

4. All higher risk relationships, for 

example those held with Politically 

Exposed Persons (“PEPs”), their 

families and close business associates, 

or relationships and transactions that 

are associated with ‘high risk third 

countries’, or which are conducted non-

face-to-face, are subject to enhanced 

due diligence (“EDD”) controls and 

procedures. In order to comply with 

EDD regulations, a firm is required to: 

• Conduct deeper and more forensic 

investigation and verification of 

financial crime risks.

• Perform more frequent ongoing 

monitoring checks during the term of 

the relationship.

• Allocate a more senior and qualified 

staff to manage these relationships.

• Obtain senior manager approval.

• Document all of the above!

5. Of course, mistakes will be made, 

and so a company must have records 

to explain the rationale for decision 

making. Where the records help to 

demonstrate that ‘reasonable’ and 

proportionate steps were taken to 

identify and manage the risks, then 

the company is less likely to suffer 

regulatory or legal enforcement action.

EDD, aka Enhanced Due Diligence, 

is a critical process which seeks to 

further scrutinise and verify the 

risks associated with higher risk 

clients and transactions and seeks 

to provide new information that has 

not been detected using standard 

customer due diligence processes 

(CDD).

By completing a GCAL OSINT 

course, you will learn how to 

undertake an open source 

investigation and risk assessment 

of a named individual. You will be 

able to perform more effective EDD, 

using new skills and awareness, 

to deliver intelligence-based 

reports using credible sources 

of identification and verification 

information to demonstrate a 

deeper insight and understanding of 

your customers.

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

In Focus

Use OSINT for Enhanced Due 
Diligence (EDD)

What is Customer Due Diligence and Know Your Customer? 
(continued)

...continues
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A new development in the process of 

conducting KYC/CDD, and explicitly 

for performing EDD, has been the 

expectation that firms identify and 

use open-source information that 

is available on the Internet to verify 

identity, wealth profile, even location of 

customers.

Widely referred to as Open-Source 

Investigation Techniques, or OSINT, 

regulators such as the European 

Banking Authority (“EBA”) and the 

Financial Conduct Authority (“FCA”), 

have recommended the use of OSINT as 

a best practice for managing higher risks.

According to the UK MLR and 

Regulation 33 ‘Obligation to apply 

enhanced customer due diligence’, 

“credit institutions and financial 

institutions must also take account of 

any guidelines issued by the European 

Supervisory Authorities under Article 

18.4 of the fourth money laundering 

directive.” 

On 1st March 2021 the EBA published 

final revised Guidelines on money 

laundering and terrorist financing risk 

factors.

Within the EBA Guidelines, it states 

under ‘Enhanced customer due 

diligence’:

“To comply with Article 18a in respect of 

relationships or transactions involving 

high-risk third countries, firms should 

apply the EDD measures set out in this 

regard in Title I. 

In other higher risk situations, banks 

must also apply EDD. As part of 

this, banks should consider whether 

performing more thorough due diligence 

checks on the transaction itself and 

on other parties to the transaction 

(including non-customers) would be 

appropriate. 

Checks on other parties to the 

transaction may include: Taking steps 

to better understand the ownership 

or background of other parties to the 

transaction, in particular where they are 

based in a jurisdiction associated with 

higher ML/TF risk or where they handle 

high-risk goods. 

This may include checks of company 

registries and third-party intelligence 

sources, and open-source internet 

searches.” **

** The new online and on-demand 

OSINT course that is provided by GCAL 

provides the skills and awareness that 

are required to fulfil this regulatory 

performance.

PEP’s are senior public figures who 
are required to be managed using 

EDD techniques. They can be high-
profile individuals, politicians, or 

have been entrusted with the most 
senior public official positions. 

As such, they present a higher risk of 
certain financial crimes associated 
with bribery and corruption. They 

may even be sanctioned. 

By completing this programme of 
OSINT training, you will learn how 
to locate new sources of publicly 

available information and critically, 
be able to perform safely search 

social media posts, and published 
media about your PEP, providing the 

necessary verification of sources 
of wealth, funding, close family, 

and business associations. It can 
even be used to prove location and 

movement of PEPs! 

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.

com/osint/

In Focus

Use OSINT to manage 
Politically Exposed Person 

(PEP) risks

What is Customer Due Diligence and Know Your Customer? 
(continued)
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Catch Me If You Can: Crime Stories

UK NCA Report: Drug traffickers, UAE and sham 
companies

Italian Mafia: Italian mafia probe shows bank’s 
exposure to massive alleged laundering scheme.

“An extensive criminal organisation, 

which supplied class A drugs and 

laundered millions of pounds in illicit 

profits, has been dismantled following 

an investigation by the joint NCA and 

Metropolitan Police Organised Crime 

Partnership (OCP).

The organisation was led by Tilbury man 

Baljinder Kang, and his right-hand man 

Sukhjinder Pooney, from Gravesend. 

They used encrypted smartphones as 

well as a succession of unregistered 

‘burner’ phones to direct the group’s 

activity.

Members of the crime group trafficked 

millions of pounds-worth of illegal drugs 

across England. The proceeds were then 

deposited in cash into front company 

bank accounts, before being transferred 

to a destination account in Dubai.

During the course of the investigation, 

officers seized more than £1.4million 

in cash, with at least £1.8 million more 

known to have been laundered by the 

criminal network.”

Drug traffickers convicted after 

laundering millions through sham 

companies - National Crime Agency

The investigation by Italian prosecutors 

and reported by the ICIJ provides a 

rare look into how illicit money moves 

across borders through flawed banking 

systems.

Italian authorities investigated a 

businessman suspected of laundering 

billions of dollars for mafia associates 

using banks in a dozen countries around 

the world, according to the anti-mafia 

unit of Reggio Calabria, in Southern Italy.

Roberto Recordare, an IT entrepreneur 

from the town of Palmi, is alleged to be 

the brains behind the business dealings 

of several mafia groups, using fake 

identities and “special” bank accounts 

in countries at higher risk of money 

laundering.

Recordare’s alleged activities are 

documented in 2018 police records 

uncovered by Corriere della Calabria, 

a local paper, among files related to a 

previous investigation targeting a clan 

of the ‘Ndrangheta organized crime 

syndicate.

On one occasion, the police report says, 

the businessman told unnamed foreign 

clients that he “managed 500 billion in 

funds” and he had 36 billion euros “cash” 

ready to be transferred.”

Italian mafia probe shows banks 

exposure to massive alleged laundering 

scheme - ICIJ

Not all relationships are high risk, 

but those that are, must be managed 

with greater care and more forensic 

scrutiny. OSINT will help you to 

manage these risks by giving you the 

tools to identify risk factors such as 

undisclosed beneficial ownership, 

controlling mind influences, control 

through informal nominees and 

associates and even the existence of 

undisclosed assets. 

You will acquire new skills and 

knowledge that go beyond any 

reliance on watchlists and databases 

to perform effective, timely and 

forensic enhanced investigations.

Using openly available Internet 

resources, OSINT will help you 

to profile a business or person 

safely and anonymously, whilst 

always remaining within the locally 

applicable laws and regulations.

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

In Focus

Use OSINT to manage high 
risk relationships.

https://www.greatchatwellacademy.com
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The spectre of the Danske Bank scandal 

still hovers over the financial crime 

community. The official audit report 

on the Estonian branch of Danske 

Bank has now been made public. The 

report highlights, among others, the 

lack of (or wilful blindness of the bank) 

understanding what their customers’ 

activities were – one of the major 

failures in CDD.

In 2020, OCCRP reported on how 

these bankers — known as “relationship 

managers” — actively helped their 

clients evade anti-money-laundering 

regulations by running offshore 

companies for them.

But even when they weren’t conspiring 

with their clients, the relationship 

managers were ignoring obvious signs of 

money laundering, the FSA audit found.

For example, they accepted 

documentation from clients written 

in Azerbaijani, even though nobody 

on the team spoke the language. (The 

bank’s official policy was to only accept 

documents in English, Estonian, or 

Russian.) When asked about this, the 

bank replied that one relationship 

manager, Oksana Lindmets, had 

“some knowledge” of Azerbaijani 

and supplemented this with Google 

Translate.

They also accepted documents signed by 

Stan Gorin, a Latvian who had become 

notorious for selling his identity as a 

nominee company director, even though 

at that point there were hundreds of 

media reports detailing how his name 

had been used for illegal businesses, 

from weapons trafficking to pyramid 

schemes.

Perhaps most importantly, the 

relationship managers did not appear 

to pay much attention to the contracts 

that justified their clients’ transfers of 

millions of dollars, even when they were 

clearly absurd.

One high-risk client, Milecom 

Enterprises LLP, bought 10,500 one-

gallon paint cans for an average price of 

over $1,000 each. Another supposedly 

sold a batch of metal pipes for $500 

million, which would have added up 

to 344,820 metric tons — an unlikely 

amount, given that a full shipping 

container can hold only around 28. 

Inexplicable trades, especially those 

involving round numbers, are a classic 

sign of money laundering.

https://www.occrp.org/en/

investigations/newly-obtained-audit-

report-details-how-shady-clients-from-

around-the-world-moved-billions-

through-estonia

Catch Me If You Can: Crime Stories

Russia and Danske Bank: Newly obtained audit 
report details how shady clients from around the 
world moved billions through Estonia

As part of your KYC, CDD and EDD 

processes you will need to be able to 

identify and verify both people, and 

the assets they are associated with. 

This will include, but isn’t limited to; 

high-value goods, properties and 

business interests.

You will grow your expertise when 

performing an investigation of an 

individual to become more effective 

and productive by reducing delays 

when completing risk assessments.

The skills you learn through this 

OSINT programme will help you 

to locate the original source of 

information and assist you to 

verify the information using other 

credible sources, leading to more 

reliable reports and higher levels 

of assurance and confidence in risk 

assessments. 

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

In Focus

Use OSINT to identify and 
verify associated assets.

https://www.greatchatwellacademy.com
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Part Three: Case Enforcement Studies

January 31st, 2017: FCA issues largest ever AML 
fine to Deutsche Bank
The Financial Conduct Authority (FCA) 

fined Deutsche Bank AG (Deutsche 

Bank) £163,076,224 for failing to 

maintain an adequate anti-money 

laundering (AML) control framework 

during the period between 1 January 

2012 and 31 December 2015. This is 

the largest financial penalty for AML 

controls failings ever imposed by the 

FCA, or its predecessor the Financial 

Services Authority (FSA).

As a consequence of its inadequate AML 

control framework, Deutsche Bank 

was used by unidentified customers to 

transfer approximately $10 billion of 

unknown origin, from Russia to offshore 

bank accounts in a manner that is highly 

suggestive of financial crime.

The FCA found significant deficiencies 

throughout Deutsche Bank’s AML 

control framework. The FCA specifically 

found that, during the relevant period, 

Deutsche Bank’s Corporate Banking and 

Securities division (CB&S) in the UK:

• Performed inadequate customer due 

diligence.

• Failed to ensure that its front office 

took responsibility for the CB&S 

division’s Know Your Customer 

obligations

• Used flawed customer and country 

risk rating methodologies.

• Had deficient AML policies and 

procedures.

• Had an inadequate AML IT 

infrastructure

• Lacked automated AML systems for 

detecting suspicious trades.

• Failed to provide adequate oversight 

of trades booked in the UK by traders 

in non-UK jurisdictions.

As a result of these failings Deutsche 

Bank failed to obtain sufficient 

information about its customers to 

inform the risk assessment process 

and to provide a basis for transaction 

monitoring. The failings allowed the 

front office of Deutsche Bank’s Russia-

based subsidiary (DB Moscow) to 

execute more than 2,400 pairs of trades 

that mirrored each other (mirror trades) 

between April 2012 and October 2014.

The mirror trades were used by 

customers of Deutsche Bank and DB 

Moscow to transfer more than $6 billion 

from Russia, through Deutsche Bank 

in the UK, to overseas bank accounts, 

including in Cyprus, Estonia, and Latvia.

FCA fines Deutsche Bank £163 million 

for serious anti-money laundering 

controls failings | FCA

OSINT is not only useful for 

identifying information locations, 

but it will help you to safely navigate 

the Internet. Whether browsing 

privately, or performing anonymous 

searches of open databases, you will 

learn the skills that are required to 

make fullest use of the Internet.

You will be able to identify new 

sources of information that can 

be found on the Internet relating 

to individuals and businesses that 

can be used to assess risks and be 

able to verify information that is 

provided by customers.

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

In Focus

Use OSINT to navigate the 
Internet safely.

https://www.greatchatwellacademy.com
https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-failure
https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-failure
https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-failure
https://www.greatchatwellacademy.com/osint/
https://www.greatchatwellacademy.com/osint/
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Several Dutch banks insufficiently 

monitor clients and their transactions, 

enabling the clients to use accounts for 

money laundering and other criminal 

activities, the Dutch central bank (DNB) 

said.

“Too often we see that the bank sector 

insufficiently acts as a gatekeeper,” 

the DNB said in a letter to the Dutch 

Finance minister.

“Our research shows several banks have 

faulty client and transaction monitoring”, 

the central bank said, without 

specifically naming banks.

DNB’s letter followed a 775 million 

euro ($913 million) fine given to Dutch 

bank ING earlier this month for failing 

to notice dubious transactions by its 

clients.

ING’s fine was the result of one the 

largest ever such settlements in the 

Netherlands and ultimately led to the 

dismissal of Chief Financial Officer Koos 

Timmermans.

UPDATE 1-Dutch banks too lax on 

money laundering - central bank | 

Reuters

The Financial Conduct Authority 

(FCA) fined Standard Chartered Bank 

(Standard Chartered) £102,163,200 for 

Anti-Money Laundering (AML) breaches 

in two higher risk areas of its business. 

This is the second largest financial 

penalty for AML controls failings ever 

imposed by the FCA.

The FCA found serious and sustained 

shortcomings in Standard Chartered’s 

AML controls relating to customer 

due diligence and ongoing monitoring. 

Standard Chartered failed to establish 

and maintain risk-sensitive policies and 

procedures and failed to ensure its UAE 

branches applied UK equivalent AML 

and counter-terrorist financing controls.

Under the Money Laundering 

Regulations 2007 (MLRs), Standard 

Chartered was required to establish 

and maintain appropriate and risk 

sensitive policies and procedures to 

reduce the risk it may be used to launder 

the proceeds of crime, evade financial 

sanctions or finance terrorism. The 

MLRs also imposed a duty on Standard 

Chartered to require its global (non-

EEA) branches and subsidiaries to apply 

policies and procedures in relation to 

due diligence and ongoing monitoring 

that are equivalent to those required of 

Standard Chartered in the UK.

The FCA found significant shortcomings 

in Standard Chartered’s own internal 

assessments of the adequacy of its 

AML controls, its approach towards 

identifying and mitigating material 

money laundering risks and its 

escalation of money laundering risks. 

These failings exposed Standard 

Chartered to the risk of breaching 

sanctions and increased the risk of 

Standard Chartered receiving and/

or laundering the proceeds of crime. 

Examples include:

• Opening an account with 3 million 

UAE Dirham in cash in a suitcase (just 

over £500,000) with little evidence 

that the origin of the funds had been 

investigated.

• Failing to collect sufficient 

information on a customer 

exporting a commercial product 

which could, potentially, have a 

military application. This product 

was exported to over 75 countries, 

including two jurisdictions where 

armed conflict was taking place or 

was likely to be taking place: and

• Not reviewing due diligence on a 

customer despite repeated red flags 

such as a blocked transaction from 

another bank indicating a link to a 

sanctioned entity.

Standard Chartered’s failings occurred 

in its UK Correspondent Banking 

business during the period from 

November 2010 to July 2013 and in its 

UAE branches during the period from 

November 2009 to December 2014.

FCA fines Standard Chartered Bank 

£102.2 million for poor AML controls | 

FCA

September 25, 2018: Dutch banks too lax on money laundering - central 
bank

April 9, 2019: UK FCA fines Standard Chartered Bank £102,163,200.

https://www.greatchatwellacademy.com
https://www.reuters.com/article/netherlands-cenbank-idUSL8N1WB4QK
https://www.reuters.com/article/netherlands-cenbank-idUSL8N1WB4QK
https://www.reuters.com/article/netherlands-cenbank-idUSL8N1WB4QK
https://www.fca.org.uk/news/press-releases/fca-fines-standard-chartered-bank-102-2-million-poor-aml-controls
https://www.fca.org.uk/news/press-releases/fca-fines-standard-chartered-bank-102-2-million-poor-aml-controls
https://www.fca.org.uk/news/press-releases/fca-fines-standard-chartered-bank-102-2-million-poor-aml-controls
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The FCA fined Commerzbank AG 

(London Branch) £37,805,400 for failing 

to put adequate anti-money laundering 

(AML) systems and controls in place 

between October 2012 and September 

2017.

Commerzbank London was aware of 

these weaknesses and failed to take 

reasonable and effective steps to fix 

them despite the FCA raising specific 

concerns about them in 2012, 2015 and 

2017.

These weaknesses also persisted during 

a period when the FCA was publishing 

guidance on steps firms could take to 

reduce financial crime risk as well as 

taking enforcement action against a 

number of firms in relation to AML 

controls. Despite these clear warnings, 

the failures continued.

FCA Executive Director of Enforcement 

and Market Oversight, Mark Steward, 

said:

‘Commerzbank London’s failings over 

several years created a significant risk 

that financial and other crime might be 

undetected. Firms should recognise that 

AML controls are vitally important to 

the integrity of the UK financial system.’

The FCA’s investigation identified 

failings in a number of areas, including 

Commerzbank London’s failure to:

• Conduct timely periodic due diligence 

on its clients, which resulted in a 

significant number of existing clients 

not being subject to timely know-

your-client checks. By 1 March 2017, 

1,772 clients were overdue updated 

due diligence checks. A material 

number of these clients were able 

to continue to transact with the 

bank’s London branch due to the 

implementation of an exceptions 

process, which was not adequately 

controlled or overseen, and which 

became ‘out of control’ by the end of 

2016.

• Address long-standing weaknesses 

in its automated tool for monitoring 

money laundering risk on 

transactions for clients. For example, 

in 2015 Commerzbank London 

identified that 40 high-risk countries 

were missing, and 1,110 high-risk 

clients had not been added, to the 

transaction monitoring tool: and

• To have adequate policies 

and procedures in place when 

undertaking customer due diligence 

on clients.

Commerzbank therefore breached 

Principle 3 of the FCA’s Principles for 

Businesses, which requires firms to have 

adequate risk management systems in 

place.

FCA fines Commerzbank London 

£37,805,400 over anti-money 

laundering failures | FCA

June 22, 2020: UK FCA Imposes £37 Million Penalty on Commerzbank for 
AML Failures

https://www.greatchatwellacademy.com
https://www.fca.org.uk/news/press-releases/fca-fines-commerzbank-london-37805400-over-anti-money-laundering-failures
https://www.fca.org.uk/news/press-releases/fca-fines-commerzbank-london-37805400-over-anti-money-laundering-failures
https://www.fca.org.uk/news/press-releases/fca-fines-commerzbank-london-37805400-over-anti-money-laundering-failures
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Westpac and AUSTRAC have today 

agreed to a 1.3 billion dollar proposed 

penalty over Westpac’s breaches of the 

Anti-Money Laundering and Counter-

Terrorism Financing Act 2006 (AML/

CTF Act). Westpac and AUSTRAC 

have agreed that the proposed penalty 

reflects the seriousness and magnitude 

of compliance failings by Westpac.

In reaching the agreement, Westpac 

has admitted to contravening the AML/

CTF Act on over 23 million occasions, 

exposing Australia’s financial system to 

criminal exploitation.

In summary, Westpac admitted that it 

failed to:

• Properly report over 19.5 million 

International Funds Transfer 

Instructions (IFTIs) amounting to over 

$11 billion dollars to AUSTRAC.

• Pass on information relating to the 

origin of some of these international 

fund’s transfers, and to pass on 

information about the source of funds 

to other banks in the transfer chain, 

which these banks needed to manage 

their own ML/TF risks.

• Keep records relating to the origin 

of some of these international fund’s 

transfers.

• Appropriately assess and monitor the 

risks associated with the movement 

of money into and out of Australia 

through its correspondent banking 

relationships, including with known 

higher risk jurisdictions.

• Carry out appropriate customer due 

diligence in relation to suspicious 

transactions associated with possible 

child exploitation.

AUSTRAC and Westpac agree to 

proposed $1.3bn penalty | AUSTRAC

September 24, 2020 - AUSTRAC and Westpac agree 
to proposed $1.3bn penalty.

DID YOU KNOW?
In 2019, six Nordic banks decided to create a joint venture 

in terms of KYC, in order to facilitate and digitalise customer 

due diligence. Danske Bank, DNB Bank, Nordea, SEB, Svenska 

Handelsbanken and Swedbank have launched a unique 

standardised KYC platform to make KYC documentation 

required by AML regulations easily available and uniform. 

https://www.spglobal.com/marketintelligence/en/news-insights/

latest-news-headlines/nordic-banks-agreement-on-one-kyc-standard-

a-unique-advantage-for-new-utility-59716897 

GCAL OSINT
Online  Course

Part A

Open-Source Intelligence 
Investigation (OSINT) Awareness 

You will be shown how to identify 
sources of information and instructor-

led guidance on how to use search 
engines effectively, safely and with 

anonymity.

You will be able to watch our 
OSINT expert perform recorded 

demonstrations of how to conduct 
forensic name searches to identify and 
verify information and the identity of 

natural persons. 

Part B

Open-Source Intelligence 
Investigation (OSINT) Advanced 

Training

You will receive guided tuition on 
how to perform an open-source 

investigation and risk assessment of 
a named individual using prepared 

templates and using the skills learned 

in Part A. 

 Feature summary:

1. Identify new sources of Internet 
information

2. Enhance investigation skills to 
complete more robust EDD, CDD 
and KYC

3. Prepare more forensic reports to 
support risk decisions.

Visit the Great Chatwell Academy 
website to discover more about the 

new OSINT course:

www.greatchatwellacademy.
com/osint/

https://www.greatchatwellacademy.com
https://www.austrac.gov.au/news-and-media/media-release/austrac-and-westpac-agree-penalty
https://www.austrac.gov.au/news-and-media/media-release/austrac-and-westpac-agree-penalty
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/nordic-banks-agreement-on-one-kyc-standard-a-unique-advantage-for-new-utility-59716897
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/nordic-banks-agreement-on-one-kyc-standard-a-unique-advantage-for-new-utility-59716897
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/nordic-banks-agreement-on-one-kyc-standard-a-unique-advantage-for-new-utility-59716897
https://www.greatchatwellacademy.com/osint/
https://www.greatchatwellacademy.com/osint/
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Around the World, CDD/KYC - Related Laws and Regulations 

Country/Region Legislation Offences Penalties

International • Palermo Convention 

(UN)

• Articles 5, 6, 8 and 23 According to the ratification 

measures in each signatory state

• Vienna Convention 

(UN)

• Illicit traffic of narcotic drugs and 

psychotropic  substances and 

related crimes

UK • Proceeds of Crime Act 

2002

• Concealment (overseas conduct) Max 14 years prison term and/or a 

fine on  indictment

• Arrangement (deposit taking and 

threshold amount)

Max 14 years prison term and/or a 

fine on indictment

• Possession and use (adequate 

consideration)

Max 14 years prison term and/or a 

fine on indictment

• Failure to disclose. Max 5 years prison term and/or a fine 

on indictment

• Tipping-off Max 2 years prison term and/or a fine 

on indictment

• Terrorism Act 2000 • Terrorist Funding 

• Facilitating the retention of 

terrorist property

• Control of terrorist property 

Max 14 years prison term and/or a 

fine

• Money Laundering 

Regulations 2017

• Contravention of a relevant 

requirement imposed on that  

person

Max 2 years prison term and/or a fine 

on indictment

• Sanctions & AML Act 

2018

• Breach of sanctions regimes Max 7 years prison term and/or a fine 

for financial services related offences

EU • 4AMLD

• 5AMLD

• 6AMLD

• According to the transposition in 

each Member State

According to the transposition in each 

Member State

US • Bank Secrecy Act 

1970

• Money Laundering 

Control Act

• Patriot Act 2001

• FinCEN CDD 

FinalRule 2018

• Breach of various provisions in 

BSA and USC

• Established money laundering as a 

federal crime.

• Breach of various provisions in 

Patriot Act and USC

• A new ‘fifth pillar’ of CDD 

requirements

Up to 20 years in prison and a fine up 

to $500,00

The U.S. Department of Justice may 

bring criminal actions for money 

laundering that may include criminal 

fines, imprisonment, and forfeiture 

actions.

https://www.greatchatwellacademy.com
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OSINT Crossword - Clues and Answers Relate to Articles in this Newletter
Across
1 This group reports on 

organized crime and 
corruption. (5)

5 In 2017, the FCA 
issued the largest ever 
AML fine to which 
bank? (8)

8 The death and alleged 
murder of which 
Russian lawyer, 
whilst he was in 
prison, has inspired 
UK and other global 
sanctions legislation 
to be introduced that 
address human rights 
issues? (9)

9 What type of due 
diligence is EDD? (8)

11 FATF is an acronym for 
Financial Action Task 
………. (5)

12 Which banking 

authority published 
revised AML and 
terrorist financing 
risk factor guidelines 
on 1st March 2021 
that include reference 
to using sources of 
information held on 
the internet? (8)

13 What term is 
used to describe 
the prohibition of 
conducting financial 
transactions with a 
designated person, 
firm or state? (8)

16 OSINT is an acronym 
for Open Source ………. 
(12)

20 You are required to 
submit this type of 
activity report for a 
person who may be 
engaged in a money 
laundering activity. 
(10)

21 How many categories 
of risk factors are 
identified in a standard 
RBA model of 
compliance? (4)

22 This type of 
investigation accesses 
publicly available 
sources of information 
on the Internet. (5)

23 KYC is performed 
when entering into a 
new …….. (12)

24 Which international 
committee of Central 
Bank Governors 
sets the global 
standards for banking 
regulation? (5)

Down
2 Which bank was fined 

£37 Million by FCA in 
2020 for inadequate 
AML controls? (11)

3 This type of OSINT 
investigation uses 
digital images to 
search the internet. (7)

4 The EU imposed 
new sanctions on 
individuals and other 
entities associated 
with the rulers of 
which Asian country in 
April 2021. (7)

6 UK Money Laundering 
Regulations widened 
the scope to include 
this type of firm in 
2020. (12)

7 Dr Pleyer is President 
of which organisation? 
(4)

10 The process of 
identifying and 
verifying a customer is 
called? (12)

14 The metadata 
associated with a 
digital image is known 
as what? (4)

15 A type of owner 
with more than 25% 
equitable ownership 
of a firm. (10)

16 The name given to the 
Nordic development 
of a shared database 
and common standard 
for KYC information. 
(7)

17 In the Danske Bank 
scandal, which country 
was the source of 
the alleged non-
compliance with AML 
controls? (7)

18 Austrac fined this 
bank $1.3bn for AML 
breaches in 2020. (7)

19 How many 
recommendations 
did FATF publish 
in February 2012 
to provide risk 
and compliance 
professionals with a 
global standard of how 
to manage crime risks? 
(5) 

https://www.greatchatwellacademy.com
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