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The offence will be committed if 
three tests are met:

• Stage One: there is criminal 
evasion of tax.
• Stage Two: a person or firm 
criminally facilitates the
offence of tax evasion (criminal 
means knowingly and
dishonestly).
• Stage Three: if the facilitation of 
tax evasion was performed
by an employee or associated 
person, then the firm is guilty
by way of strict liability.

The company may seek to defend 
any prosecution by aiming to
demonstrate ‘reasonable 
procedures’ have been 
implemented to manage and 
mitigate this risk.

Asia Pacific Group Issues Annual 
Report on Financial Crime 
Typologies

APG report provides helpful
information to guide and
inform the financial crime risk
assessment for the region,
including India and China.
In this report for 2016
(published 7th September
2017), APG note that:
“Emerging fraud and money
laundering techniques and in
particular the extensive use
of internet and technology
enabled crimes possess
challenges for financial
institutions, law enforcement
agencies, financial intelligence
units (FIUs), regulators and the
judiciary.

International FFC Laws and  
Regulations

UK Criminal Finances Act 2017

From the 30th September 2017 
UK corporate entities, financial
services and others, are now 
subject to new criminal laws that
may mean that a firm may be 
criminally prosecuted for failing
to prevent a member of staff, or 
‘associated person’, from
facilitating the criminal evasion of 
tax. 

The new offence applies to the 
evasion of UK and overseas
taxes and duties, where there is a 
UK nexus, and so firms must
now have in place a risk 
assessment to determine the 
extent of their exposure, and 
then implement a framework of 
systems and controls to manage 
this risk.

Great Chatwell is now providing 
support for several firms who
require support during 2017 and 
early 2018. Here is a little
more information about the new 
law to help. There are two new
offences:

1. Failure to prevent facilitation of 
UK tax evasion offences
(s45)

2. Failure to prevent facilitation of 
foreign tax evasion
offences (s 46)

Serious Fraud Office (SFO) 
to stay after all

16th September 2017: The 
SFO is one of the bodies 
that has been
authorised to investigate
and prosecute the
facilitation of tax evasion
under the Criminal
Finances Act 2017. It
was reported that the UK
government has now
decided not to scrap the
crime authority after all.

http://www.tele-
graph.co.uk/busi-
ness/2017/09/16/theresa-
may- abandons-
plans- scrap-fraud- office/

UK Government Guidance

On 7th September 2017 
the UK Government 
published guidance (dated 
1st September 2017) 
about the procedures 
that relevant bodies are 
expected to have in place 
to prevent persons acting 
in the capacity of an 
associated person from 
committing tax evasion 
facilitation offences. The 
Guidance can be found at: 

https://www.gov.uk/
government/uploads/
system/uploads/
attachment_data-
file/642714/Tack-
ling-tax-evasion-
corporate-offences.pdf
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The challenges are especially
in the timely identification
of the fraud, it’s location and
the movement of proceeds of
crime.”

Wolfsberg Group Updates ABC
Guidance

The Wolfsberg Group (the
“Group”) published updated
Guidance as to how Financial
Institutions (“FIs”) should
 construct an effective Anti-
Bribery and Corruption

(“ABC”) Compliance
Programme. The paper entitled 
“Anti-Bribery and Corruption
Compliance Programme
Guidance” (“the Guidance”)
updates the 2011 Anti-
Corruption Guidance paper
and, as before, has been
developed in collaboration
with the Basel Institute on
Governance and with input
from Transparency
International.

The Guidance considers
various documents issued by,
for example, the Ministry of
Justice in the UK in relation
to the UK Bribery Act and the
Department of Justice (“DOJ”)
and Securities Exchange
Commission (“SEC”) in the US
in relation to the US
Foreign Corrupt Practices Act
(“FCPA”).

http://www.wolfsberg-
principles.com/pdf/home/Wolfs
berg-Group-Publication-
Statement-ABC.pdf

European Wire Payment 
Guidelines

The European Banking
Authority (“EBA”) issued
Joint Guidelines under
Article 25 of Regulation
(EU) 2015/847 on the
measures payment
service providers (“PSPs”)
should take to detect
missing or incomplete
information on the payer
or the payee, and the
procedures they should
put in place to manage a
transfer of funds lacking
the required information,
e.g. “PSPs and IPSPs
should monitor transfers
of funds to detect whether
or not the characters or
inputs used to provide
information on the payer
and the payee comply
with the conventions
of the messaging or
payment and settlement
system that was used
to process the transfer
of funds. These checks
should be carried out in
real time.”

http://www.eba.europa.eu/
documents/10180/1969371/
Joint+G
uidelines+to+prevent+terrorist
+financing+and+money+laund
ering+in+electronic+fund+tra
nsfers+%28JC-GL-2017-
16%29.pdf

UK FCA and PEP Risk
Management

FCA issues Final
Guidance FG17/6 The
MLRs set out that all
firms must apply a risk
sensitive approach to
identifying PEPs and then
applying enhanced due
diligence measures.
The legislation and
guidance clarifies that a
case by case basis is
required with the risk
assessed of individual
PEPs rather than applying
a generic approach to all
PEPs.

The guidance provides
clarity on how firms
should apply the
definitions of a PEP in
the MLRs in a UK context.
This includes providing
that firms should only
treat those in the UK
who hold truly prominent
positions as PEPs and
not to apply the definition
to local government,
more junior members of
the senior civil service
or anyone other than
the most senior military
officials.

https://www.fca.org.uk/
publication/finalised-
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Money Laundering

Charities - New Fraud and
Money Laundering Typology 
Fundraising website

JustGiving has said criminals
are attempting to use its site
to launder money. 

The website told the BBC it 
had shut down nearly 100 
of its appeal pages (such 
as those raised in response 
to incidents such as the 
Grenfell Tower tragedy and the 
Westminster attacks) in
the past 18 months because it
believed they were fraudulent.
This is meaningful information
that can be considered in the
financial crime risk
assessment for both
crowdfunding and charities.

http://www.bbc.co.uk/news/
business-41278241

Cyber Crime

Cyber Crime The UK branch
of the US credit rating firm,
Equifax, has confirmed that
the data of up to 400,000
Britons “may potentially have
been accessed” following
a major security breach in
the US. It has been reported
that “due to a ‘process
failure’” information on UK
customers were held in the
US. Information that may
have been accessed included
names, dates of birth, email
addresses and telephone
numbers.

Equifax has stated that due to
the limited nature of the UK
data involved, UK citizens are

unlikely to suffer identity
theft. The company is
cooperating with the Financial 
Conduct Authority and the
Information Commissioner’s
Office in relation to their
investigations.

India – new KYC rules have an 
impact on gold sales

22nd September 2017: Gold
buying in the world’s No.2
consumer market of India is
running at just half typical
September levels according to
press reports, with dealers
blaming a change to the
country’s anti-money
laundering rules for weak
sales ahead of next month’s
peak Diwali festival demand.

With Indian households
accounting for around one-
quarter of all gold buying
globally over the last 5 years,
so-called “Know Your Client”
rules have since 23 August
required people to give their
tax-code I.D. when buying
more than 50,000 Rupees of
gold – down from a previous
floor of Rs 200,000.

https://www.bullionvault.com/
gold-news/buying-gold-
092220173

jurisdictions have legalized
the use of Bitcoin, others
have criminalised it. 
Whilst the regulators and 
legislators ponder their 
next move, criminals have 
opportunistically seized
upon this state of chaos.

27th July 2017: US
FinCEN assesses a fine
of $110,003,314 civil
money penalty against
BTC-e a/k/a Canton
Business Corporation

Russian national Alexander
Vinnik, one of the operators
of BTC-e, was arrested in
Greece, and FinCEN
assessed a $12 million
penalty against him for his
role in the violations. BTC-
e is an internet-based,
foreign-located money
transmitter that exchanges 
fiat currency as well as the 
convertible virtual currencies. 
It is one of the largest virtual 
currency exchanges by volume 
in the world. BTC-e facilitated
transactions involving
ransomware, computer
hacking, identity theft, tax
refund fraud schemes,
public corruption and drug
trafficking

https://www.coindesk.
com/greek-court-backs-
extradition-of-alleged-
bitcoin-exchange-operator-
to-us/.

Blockchain and Virtual
Currency Developments

Even though virtual
currencies have been in the
public domain since 1990,
and the most successful,
Bitcoin, has been in play
since 2009, there remains
no coherent or global
standard for the regulation
of virtual currencies.
Indeed, whilst some
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4th October 2017:
Alexander Vinnik faces
deportation from Greece
to the USA

A Greek court has backed a
request that the alleged
former operator of bitcoin
exchange BTC-e should be
extradited to the U.S. for trial.
The accused, Alexander
Vinnik, is wanted in U.S.
for allegedly operating the
exchange without a license,
and using it as a platform
to launder money to the
tune of $4 billion. Vinnik
was arrested in July while
on holiday in Greece soon
after the sudden closure
of the BTC-e exchange by
international law enforcement
officials. The Russian is also
wanted for extradition to his
home country in connection
with the same crimes.

https://www.fincen.gov/
news/news-releases/fincen-
fines-btc-e-virtual-currency-
exchange-110-million-
facilitating-ransomware

Japan regulates VC
Exchanges- 1st October
2017

Australia joins China and
Japan in trying to 
regulate digital currency
exchanges. The 
Australian government 
will regulate exchanges 
as part of a law to prevent 
money laundering and 
terrorism financing. 

The move has been 
welcomed by the founder 
and CEO of Gatecoin, 
a digital currency 
exchange based in 
Hong Kong, saying: “It 
signifies the growing 
recognition of bitcoin and 
other cryptocurrencies 
as influential value 
transfer protocols by 
governments. 

Compliance with 
AUSTRAC policies will 
weed out the crooks and 
ensure that only serious 
bitcoin businesses are 
able to serve the market.”

https://www.cnbc.
com/2017/08/17/bitcoin-
faces-regulations-
crackdown-by-asia-
pacific-country.html/
corporate-offences.pdf


