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2020	has	certainly	been	an	interesting	and	challenging	year	for	us	all	and	as	we	
approach	the	Christmas	holiday	period	and	the	start	of	a	new	year	let	us	hope	
that	the	new	year	brings	more	certainty	in	our	health,	wealth	and	happiness!
The	end	of	the	year	brings	with	it	an	opportunity	to	reflect	upon	what	were	
some	of	the	highlights	and	lowlights	in	the	financial	crime	compliance	2020	
calendar,	and	to	look	ahead	to	2021.

It	is	clear	that	COVID-19	may	have	disrupted	some	crimes,	such	as	cash	
placement	in	retail	cash-intensive	businesses	(wait	for	the	‘bubble’	of	cash	
activity	once	the	lockdowns	subside!),	but	it	has	also	provided	the	ingredients	
for	fraudsters	to	commit	new	crimes.	During	2021	we	can	expect	to	see	cases	
of	large-scale	fraud	and	misrepresentation	relating	to	individual	entitlement	
to	government	support	and	subsidies	and	larger	frauds	relating	to	firms’	falsely	
claiming	to	be	able	to	deliver	on	government	contracts	to	supply	PPE	and	even	
medicines.

As	financial	crime	compliance	professionals	we	must	manage	a	broad	
waterfront	of	crime	risks,	but	the	emergence	in	2020	of	new	stories	of	alleged	
corruption	by	the	rich	and	infamous	serves	to	demonstrate	that	crimes	relating	
to	bribery,	corruption	and	tax	evasion	continue	to	blight	our	communities	and	
are	a	common	and	transnational	menace.	

At	a	time	of	year	when	we	often	take	the	time	to	consider	how	we	can	do	more	
to	help	those	who	are	less	fortunate	than	ourselves,	maybe	the	best	new	year	
resolution	for	FCC	professionals	is	for	us	to	redouble	our	efforts	to	investigate	
and	identify	increasingly	complex	and	transnational	crime	so	that	these	funds	
can	be	recovered	and	repatriated	to	people	who	need	them	most	for	food,	
housing,	education,	healthcare	and	to	bring	hope	for	a	better	future.

Rest	assured	that	here	at	GCAL,	we	are	fully	committed	to	ensuring	that	2021	
really	is	a	better	year	and	that	we	will	provide	even	more	effective	support	for	
our	clients.

Wishing	you	all	a	very	merry	Christmas	and	a	happy	and	healthy	new	year.
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Part One: Crime Awareness

Serious Tax Crimes – EGMONT report ‘Money 

Laundering of Serious Tax Crimes’

Customised Online  

Learning

The	primary	focus	of	any	online	
course	has	to	be	the	Learning,	

however	engaging	the	users	with	
program	content	and	maintaining	
this	engagement	requires	informed	
programme design and programme 

delivery.	

Working	with	outstanding	and	
creative	designers,	we	ensure	that	
the	tone	and	technical	content	are	
appropriately	balanced	to	support	a	

learning	journey	that	is	interactive	and	
meaningful.

We	provide	animated	learning	
content,	with	audio	and	visual	

stimulation	that	provides	learners	
with	outcomes	focused	learning	that	
will	provide	greater	confidence	and	
competence	in	managing	risks.

Here	is	a	list	of	some	of	the	subjects	
we	now	cover:

1.	 Anti-Money Laundering & 

Combating	the	Finance	of	
Terrorism	Awareness

2. Opensource	(Internet)	
Investigation	Technique	(OSINT)

3. Managing Bribery & Corruption 

Risks

4. Managing	Sanctions	Risks

5. Managing	Fraud	Risk

6. Introduction	to	Blockchain	
and	Virtual	Currency	Risk	
Management

7.	 Managing	Tax	Evasion	Risks	
Under	The	Criminal	Finance	
Act2017

8. Advanced	Financial	Crime	
Compliance	(AML)

9.	 Trade Based Money Laundering

10.	 Terrorist	Financing	Risks	&	
Terrorist	Group	Analysis

For further information please 

contact us at:

info@greatchatwellacademy.com
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EGMONT	has	published	a	bulletin	to	
present	key	lessons,	best	practices,	
and	representative	case	examples	to	
help	enhance	the	fight	against	money	
laundering	(ML)	of	serious	tax	crimes	
both	at	the	national	and	international	
levels.	

The	information	in	this	bulletin	is	
designed	to	assist	with	establishing	
national	strategies	and	to	facilitate	
effective	cooperation	between	FIUs,	

tax	authorities	and	tax	practitioners.	

It	should	also	assist	reporting	entities	
to	better	detect	ML	of	serious	tax	
crimes	and	inform	the	risk	assessment	
for	tax	evasion	at	a	time	when	this	
area	of	financial	crime	risk	is	facing	
increasing	scrutiny.

https://egmontgroup.org/en/content/
money-laundering-serious-tax-
crimes-iewg-public-bulletin-now-

available

Bribery and Corruption - FirstEnergy Ousts CEO 

Amid $61M Bribery Investigation Scandal

One	of	the	largest	US	electric	utility	
companies,	FirstEnergy	Corp,	is	
under	investigation	for	bribery	at	the	
federal	level,	as	well	as	racketeering,	
in	relation	to	the	so-called	House	Bill	
6,	a	law	granting	subsidies	to	several	
American	nuclear	power	plants.	

While	neither	the	company,	nor	its	
representatives	face	any	official	
charges,	federal	prosecutors	suspect	
that	a	huge	amount	of	funds	to	force	
the	adoption	of	the	Bill	came	from	
FirstEnergy.	The	internal	investigation	

launched	by	the	company	itself	
following	the	arrest	of	the	House	
Speaker	Larry	Householder	and	
several	alleged	accomplices	found	
that	the	CEO	of	FirstEnergy,	as	well	as	
two	other	senior	managers,	breached	
the	company’s	code	of	conduct	and	
policies.	Their	employment	was	
terminated.

https://www.greentechmedia.com/
articles/read/firstenergy-ousts-ceo-
amid-61m-bribery-investigation-
scandal	

https://www.greentechmedia.com/articles/read/firstenergy-ousts-ceo-amid-61m-bribery-investigation-scandal
https://www.greentechmedia.com/articles/read/firstenergy-ousts-ceo-amid-61m-bribery-investigation-scandal
https://www.greentechmedia.com/articles/read/firstenergy-ousts-ceo-amid-61m-bribery-investigation-scandal
https://www.greentechmedia.com/articles/read/firstenergy-ousts-ceo-amid-61m-bribery-investigation-scandal
https://egmontgroup.org/en/content/money-laundering-serious-tax-crimes-iewg-public-bulletin-now-available
https://egmontgroup.org/en/content/money-laundering-serious-tax-crimes-iewg-public-bulletin-now-available
https://egmontgroup.org/en/content/money-laundering-serious-tax-crimes-iewg-public-bulletin-now-available
https://egmontgroup.org/en/content/money-laundering-serious-tax-crimes-iewg-public-bulletin-now-available
http://info@greatchatwellacademy.com/
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The	pharmaceuticals	giant	received	

several	inquiries,	in	June	and	August,	

from	the	FCPA	units	of	the	SEC	and	DoJ	

regarding	the	company’s	operations	

in	China	and	Russia.	The	company	

stated	that	it	cooperated	fully	with	the	

authorities	and	provided	all	necessary	

responses	and	documentation.	

Previously	in	2012,	the	company	faced	

an	investigation	from	US	authorities	

and	agreed	to	pay	more	than	USD	60	

million	to	settle	corruption	charges	for	

misconduct	related	to	several	European	

and	Asian	countries.	

https://www.wsj.com/articles/pfizer-

receives-inquiry-from-sec-bribery-

unit-11604674900	

Bribery and Corruption - Pfizer Receives Inquiry 
From SEC Bribery Unit

United Nations Security Council

UN	SC	is	an	executive	body	of	the	

UN	established	in	1946	and	now	

headquartered	in	New	York	(US).	

With	5	permanents	members	

disposing	of	the	right	of	veto	

(Russia,	China,	France,	United	

States	and	United	Kingdom)	and	

10	members-elect,	the	SC	aims	to	

maintain	international	peace	and	

security.	

The	Council	was	established	

following	the	end	of	the	WWII	

and	aimed	at	uniting	the	Eastern	

and Western nations around a 

common	objective.	Originally,	only	

6	members-elect	could	enter	the	

Council	but	in	1963	the	number	

was	increased	to	10.	

The	body’s	composition	was	

changed	only	once,	when	in	1971	

the	General	Assembly	voted	to	

oust	the	representatives	of	the	

Republic	of	China,	now	known	

as	Taiwan,	and	to	accept	instead	

those	from	the	People’s	Republic	

of	China.	

Continue Overleaf...
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Money Laundering and Gambling - Two admit to 
using casinos to facilitate financial crime
The	US	IRS	reminds	us	again	of	the	fact	

that	the	good	old	methods	of	money	

laundering	via	the	gambling	industry	are	

still	with	us.	

During	an	ongoing	investigation	into	

illicit	money	transmitters	and	similar,	

IRS	has	uncovered	several	“institutions”	

that	performed	funds	transfers	between	

China	and	the	United	States,	“thereby	

circumventing	domestic	and	foreign	

laws	regarding	monetary	transfers	and	

reporting,	including	United	States	anti-

money	laundering	scrutiny	and	Chinese	

capital	flight	controls”.	

https://www.irs.gov/compliance/

criminal-investigation/two-admit-to-

using-casinos-to-facilitate-financial-

crime	

In Focus

Sanctions

Human Trafficking – US FinCEN issues advisory on 
identifying and reporting Human Trafficking and 
Related Activity
The	Financial	Crimes	Enforcement	

Network	(FinCEN)	has	issued	an	

advisory	to	help	save	lives,	and	to	

protect	the	most	vulnerable	in	our	

society	from	predators	who	prey	on	the	

innocent	and	defenceless	for	money	and	

greed. 

The	advisory	supplements	the	2014	

FinCEN	Guidance	on	Recognizing	

Activity	that	May	be	Associated	

with	Human	Smuggling	and	Human	

Trafficking	–	Financial	Red	Flags	(“2014	

Advisory”).

https://www.fincen.gov/sites/default/

files/advisory/2020-10-15/Advisory%20

Human%20Trafficking%20508%20

FINAL_0.pdf

https://today.rtl.lu/news/world/a/1593438.html
https://www.fincen.gov/sites/default/files/advisory/2020-10-15/Advisory%20Human%20Trafficking%20508%20FINAL_0.pdf
https://today.rtl.lu/news/world/a/1593438.html
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Part Two: Regulatory Response
In Focus

Sanctions

Covid-19 - FCA updates on market abuse 
compliance 

Continued...

The	mission	statement	of	the	UNSC	

has	not	changed	over	the	years	and	

today	promotes	world	peace	and	

protects	international	security	by	way	

of	resolutions	that	allow	the	Council	

to	impose	sanctions	(as	a	means	of	

non-armed	conflict	resolution)	on	

countries,	entities	and	individuals	

that	present	a	threat	to	the	peace	

and	security.	This	can	include	states	

that	support	terrorism,	nations	where	

an	armed	conflict	threatens	local	

population,	direct	aggression,	use	of	

weapons	of	mass	destruction,	etc.	

The	sanctions	measures	adopted	by	

the	UN	SC	are	directly	applicable	to	

its	Members,	without	any	need	for	

transposition	into	local	law.	

As	of	today,	there	are	14	ongoing	

sanctions	regimes	imposed	by	the	

UN	SC,	related,	for	example,	to	

particular	states	such	as	North	Korea,	

to	certain	organizations	such	as	ISIL	

or	Al-Nusrah	Front,	to	armed	conflicts	

and	annexations	such	as	the	conflict	

between	Russia	and	Ukraine.	There	is	

a	total	of	712	sanctioned	individuals	

and	305	entities.	

The	UN	SC	consolidated	sanctions	list	

can	be	found	here:

https://www.un.org/securitycouncil/

content/un-sc-consolidated-list 

In	October,	the	UK	FCA	reminded	

businesses	and	employees	of	their	

obligations	in	terms	of	market	abuse	

detection	and	prevention	during	the	

Covid-19	pandemic.	

The	regulator	drew	particular	attention	

to	the	fact	that	issuers	must	have	

appropriate	policies	and	procedures	

in	place	and	employees	must	stick	to	

them,	as	well	as	to	the	general	“civil	and	

criminal	law	requirements”	with	regards	

to	their	personal	dealings.

According	to	the	Director	of	Market	

Oversight	within	FCA,	Julia	Hoggett,	the	

so-called	“Work	From	Home”	that	has	

been	implemented	due	to	the	pandemic,	

does	not	alleviate	or	render	obsolete	

or	irrelevant	the	existing	requirements	

around	market	abuse.	The	firms	

must	“have	robust	and	proportionate	

controls	and	systems	in	place”,	be	able	

to	identify	breaches	and	report	them	in	

a	timely	manner.	The	key	words	for	the	

businesses	to	remember	seemingly	are	

“proactive	approach”.	

Investigations	into	alleged	misconduct	

must	not	be	delayed	and	internal	

process	must	be	efficient	and	well-

defined.	

Finally,	the	FCA	also	pointed	out	that	the	

regulator	was	able	to	track	every	single	

suspicious	trade	and	that	individuals	

must	be	careful	when	carrying	out	their	

personal	trades.	

https://www.pinsentmasons.com/out-

law/analysis/market-abuse-compliance-

covid-19

UNITED KINGDOM

Law Commission begins project on Corporate 

Criminal Liability

The	highly	promoted	Criminal	Finances	

Act	2017	has	failed	to	bring	the	

prosecution	results	that	were	expected	

and	so	the	Government	has	turned	to	

the	UK	Law	Commission	to	review	“the	

laws	around	corporate	criminal	liability	

and	provide	options	to	reform	them”.	

The	effectiveness	of	current	laws	

in	criminalising	the	misconduct	of	

corporate	entities	is	on	the	radar,	in	

order	to	ensure	the	UK	does	not	lag	

behind	the	international	standards	

in	this	field.	The	report	from	the	

Commission	is	expected	late	2021.

https://www.lawcom.gov.uk/law-

commission-begins-project-on-

corporate-criminal-liability/	

https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://today.rtl.lu/news/world/a/1593438.html
https://www.pinsentmasons.com/out-law/analysis/market-abuse-compliance-covid-19
https://www.pinsentmasons.com/out-law/analysis/market-abuse-compliance-covid-19
https://www.pinsentmasons.com/out-law/analysis/market-abuse-compliance-covid-19
https://www.un.org/securitycouncil/content/un-sc-consolidated-list
https://www.un.org/securitycouncil/content/un-sc-consolidated-list
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Part Two: Regulatory Response 

Office of Foreign Assets Control
(“OFAC”)

OFAC	is	a	“financial	intelligence	

and	enforcement	agency”	

under	the	authority	of	the	US	

Department	of	Treasury,	was	

established	in	1950	under	the	

Presidency	of	Harry	Truman,	

though	similar	bodies	have	existed	

in	the	USA	since	1812.	

OFAC	was	created	as	a	response	

to	the	Republic	of	China	entering	

into	the	Korean	War;	OFAC	

was	then	mandated	by	the	US	

President	to	freeze	all	Chinese	and	

North	Korean	assets	under	USA	

jurisdiction.	

Today,	the	role	of	OFAC	remains	

unchanged:	it	aims	at	protecting	

“US	national	security	and	foreign	

policy	objectives”	by	imposing	

and	enforcing	economic	and	

financial	sanctions.	Similarly	to	

the	UN	Security	Council,	OFAC	

has	established	several	sanctions	

regimes	under	which	it	sanctions	

states,	territories,	entities	and	

individuals,	based,	first	of	all,	on	

the	UN	SC	resolutions.	

Continue Overleaf...

In Focus

Market Abuse Regulation – Financial Services Bill 
introduced to Parliament

The	Financial	Services	Bill	was	

introduced	to	the	UK	Parliament	on	

October	21,	and	included,	inter	alia,	

amendments	to	the	UK	MAR	regime,	for	

the	purpose	of	preparing	the	post-Brexit	

transition	period	ending	on	December	

31,	2020.

The	amendments	include	several	points:

• Notification	of	dealings

Persons	with	managerial	responsibilities	

will	have	to	notify	their	dealings	in	the	

issuer’s	securities	to	the	FCA	and	to	

the	issuer	within	3	working	days	of	the	

trade.	“The	definition	of	working	days	

captures	specific	UK	holidays	including	

Christmas	Day,	Good	Friday	and	other	

designated	bank	holidays”.	

• Insider	lists

Issuers,	as	well	as	persons	acting	on	

their	behalf	or	on	their	account,	have	

to	establish	insider	lists.	No	escape	for	

third	parties.	

• Increased	penalties	for	misconduct

Market	abuse	maximum	prison	term	

sentence	will	be	increased	from	7	to	10	

years. 

https://www.osborneclarke.com/

insights/listed-companies-ready-

changes-market-abuse-regulation/	

UK Sanctions Statutory Instruments Review

Sanctions

The	UK	sanctions	regimes	have,	

until	fairly	recently,	been	based	on	

three	sources:	UN	Security	Council	

Resolutions,	EU	regulations	and	

domestic	decisions.

With	the	end	of	post-Brexit	transition	

period	looming,	the	EU-imposed	

sanctions	will	no	longer	be	applicable.	

In	2018,	the	Sanctions	and	Anti	Money	

Laundering	Act	was	adopted	in	order	

to	define	the	framework	after	the	end	

of	the	transition	period,	except	for	

the	Global	Human	Rights	Sanctions	

Regulations	2020	that	came	into	force	in	

July	2020.

UK	Finance	released	a	comprehensive	

guide	on	the	UK	sanctions	regimes	to	

date. 

https://www.ukfinance.org.uk/

system/files/UK%20Sanctions%20

Statutory%20Instruments%20

Review%201.01.pdf	

https://www.ukfinance.org.uk/system/files/UK%20Sanctions%20Statutory%20Instruments%20Review%201.01.pdf
https://www.ukfinance.org.uk/system/files/UK%20Sanctions%20Statutory%20Instruments%20Review%201.01.pdf
https://www.ukfinance.org.uk/system/files/UK%20Sanctions%20Statutory%20Instruments%20Review%201.01.pdf
https://www.ukfinance.org.uk/system/files/UK%20Sanctions%20Statutory%20Instruments%20Review%201.01.pdf
https://www.osborneclarke.com/insights/listed-companies-ready-changes-market-abuse-regulation/
https://www.osborneclarke.com/insights/listed-companies-ready-changes-market-abuse-regulation/
https://www.osborneclarke.com/insights/listed-companies-ready-changes-market-abuse-regulation/
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The	new	Money	Laundering	and	

Terrorist	Financing	(Amendment)	

(EU	Exit)	Regulations	2020	were	

implemented	in	the	UK	in	October,	

in	order	to	take	into	account	the	

amendments	introduced	by	the	5AMLD.	

The	5AMLD	imposed	one	significant	

change	with	regards	to	the	trust	

registers:	from	now	on,	all	UK	and	non-

UK	trusts,	regardless	of	their	tax	liability,	

having	business	relationships	(i.e.	

relationships	lasting	at	least	12	months)	

with	UK	consultants	and/or	purchasing	

UK	real	estate,	will	have	to	register	their	

data	(name,	creation	date,	tax	residency,	

etc.),	along	with	that	of	their	beneficial	

owners,	with	a	special	register,	the	UK	

Trust	Registration	Service	(“TRS”).	

For	the	above	trusts,	the	registration	

deadlines	are	October	5,	2021	in	case	

taxes	are	to	be	paid	for	the	first	time	

in	the	current	year,	and	January	31,	

2022	in	any	other	case.	Nevertheless,	

additional	information	regarding	

beneficial	owners,	such	as	their	

nationalities	and	countries	of	residence,	

of	the	trusts	has	to	be	provided	by	

March	10,	2022	at	the	latest.

Special	attention	must	be	paid	to	UK	

nexus	for	determination	of	obligation	to	

register. 

Non-taxable	trusts	are	also	covered	by	

the	TRS	and	include	the	following:

• Type	A	trusts	–	UK	express	trusts

• Type	B	trusts	–	non-UK	trusts	with	

at	least	one	UK	resident	trustee	

where	the	trustees	either	engage	a	

UK	business	adviser	or	acquire	an	

interest	in	UK	land

• Type	C	trusts	–	non-UK	trusts	

whose	trustees	are	all	non-UK	

resident	and	who	acquire	an	

interest	in	UK	land.

Several	categories	of	trusts	are	

exempted	from	registration,	including	

property	co-ownership	trusts,	bereaved	

minors’	trusts	and	trusts	created	by	will.	

The	information	registered	with	TRS	will	

normally	not	be	generally	accessible;	

only	persons	that	can	demonstrate	

legitimate	interest	will	be	able	to	access	

the	data.	An	exception	to	this	rule	

concerns	situations	where	a	trust	holds	

a	controlling	interest	in	a	third	country	

company,	with	exclusion	of	type	C	trusts.	

The	penalties	in	case	of	non-compliance	

with	the	registration	requirements	are	

still	under	discussion.	

https://www.taylorwessing.com/en/

insights-and-events/insights/2020/10/

the-uk-trust-register---where-are-we-

now	

Part Two: Regulatory Response 

Continued...

The	sanctions	regimes	vary	

significantly	in	their	“sources”:	

terrorism-related,	or	linked	to	

violation	of	human	rights,	WMD	

proliferation,	armed	conflict	or	drug	

trafficking.	There	are	currently	58	

sanctions	regimes	administered	by	

OFAC	which	can	include	only	partial	

measures	such	as	partial	trade	

restrictions	or	be	comprehensive	in	

their	nature.	

Interestingly,	OFAC	does	not	

prohibit	completely	all	dealings	with	

sanctioned	countries	or	entities;	it	

issues	general	or	specific	licenses	

authorising	particular	transactions.	

OFAC	frequently	reviews	the	

regimes	and	sanctions	lists	

and	publishes	guidance	and	

interpretative	notes.	You	can	follow	

the	amendments	by	subscribing	to	

the	OFAC’s	newsletter	and	perform	

the	search	of	sanctioned	individuals	

and	entities	via	a	special	tool: 

https://sanctionssearch.ofac.treas.
gov/

OFAC	also	has	the	power	to	

impose	substantial	penalties	

(financial	fines	and	even	prison	

sentences)	on	companies	that	

breach	the	restrictions,	regardless	

of	the	direct	US	nexus	(primary	vs	

secondary	sanctions).

The UK Trust Register - where are we now?

In Focus

Sanctions

https://sanctionssearch.ofac.treas.gov/
https://sanctionssearch.ofac.treas.gov/
https://www.taylorwessing.com/en/insights-and-events/insights/2020/10/the-uk-trust-register---where-are-we-now
https://www.taylorwessing.com/en/insights-and-events/insights/2020/10/the-uk-trust-register---where-are-we-now
https://www.taylorwessing.com/en/insights-and-events/insights/2020/10/the-uk-trust-register---where-are-we-now
https://www.taylorwessing.com/en/insights-and-events/insights/2020/10/the-uk-trust-register---where-are-we-now
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The EU list of non-cooperative jurisdictions for 

tax purposes — updated list

The	following	12	jurisdicitons	

continue	to	be	listed	by	the	EU	and	

businesses	are	required	to	note	these	

changes	in	their	risk	assessments	for	

tax	crimes	and	in	their	jurisdiction	risk	

assessments	:

1.	 American	Samoa	American	

2. Anguilla

3. Barbados 

4. Fiji

5. Guam 

6. Palau	

7.	 Panama 

8. Samoa 

9.	 Seychelles	

10.	  Trinidad and Tobago 

11.	 US	Virgin	Islands	

12.	 Vanuatu	

Its	worth	noting	that	Turkey	continues	

to	hover	over	the	‘naughty	list’	and	is	

expected	to	make	tangible	progress	

in	the	effective	implementation	of	the	

automatic	exchange	of	information	

with	all	EU	Member	States	and	was	

granted	until	31	December	2020	to	

do so.

Under	the	heading,	‘Existence	of	

harmful	tax	regimes’	Australia	

features	with	Morocco,	Namibia,	

Jordan	and	Saint	Lucia.

https://www.consilium.europa.eu/en/

policies/eu-list-of-non-cooperative-

jurisdictions/

In Focus

Sanctions

UK Office of Financial Sanctions 
Implementation

 (“OFSI”)

OFSI	was	created	in	2016,	is	under	
the	authority	of	HM	Treasury.	
Prior	to	this,	the	predecessor	of	

OFSI	belonged	to	the	Central	Bank	
of	England	who	passed	its	powers	
to	the	HM	Treasury	only	in	2007.	
Its	primary	goal	is	to	protect	the	
UK’s	interests,	foreign	policy	and	

security.	

OFSI	has	established	multiple	
sanctions	regimes,	most	of	them	
based	on	the	UN	SC	resolutions,	

European	Commission	regulations,	
as	well	as	own	domestic	sanctions.	

The	Office	regularly	publishes	
guidance	on	dealing	with	
sanctioned	persons,	its	

consolidated	list	of	sanctions	
is	available	on	their	website:	

https://www.gov.uk/government/
publications/financial-sanctions-
consolidated-list-of-targets	

Interestingly,	in	2006,	two	
individuals	tried	to	challenge	
OFSI’s	decision	to	put	them	on	

the	sanctions	list	and	freeze	their	
assets.	Nevertheless,	their	claim	
was	dismissed	on	the	grounds	of	
the	absence	of	obstacles	triggered	
by	the	asset	freeze	measure	to	
lead	“a	satisfactory	personal,	

family	and	social	life”.	

“OFSI	has	the	power	to	impose	
civil	monetary	penalties	for	

breaches	of	sanctions,	but	unlike	
the	OFAC	cannot	impose	criminal	
sanctions.	OFSI	must	refer	these	
concerns	to	the	law	enforcement	

agencies	to	investigate	and	
prosecute.”

EUROPE

https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets
https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets
https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets
https://www.consilium.europa.eu/en/policies/eu-list-of-non-cooperative-jurisdictions/
https://www.consilium.europa.eu/en/policies/eu-list-of-non-cooperative-jurisdictions/
https://www.consilium.europa.eu/en/policies/eu-list-of-non-cooperative-jurisdictions/
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Europe

The	restrictive	measures	in	

Europe,	or	accurately	the	

European	Union,	are	defined	by	

the	European	Union	Council.	Most	

of	these	are	based	on	UN	Security	

Council	resolutions	transposed	

into	the	EU	legislation.	

The	EU	also	has	its	own	“domestic”	

sanctions	regimes,	transposed	into	

the	national	law	of	each	Member	

State,	and	each	Member	State	

can	also	have	one	or	several	local	

sanctions	regimes	at	the	national	

level.	

Sanctions,	or	restrictive	measures,	

are	promoted	as	a	foreign	policy	

tool	used	by	the	EU	and	can	

target	third	country	governments,	

entities,	companies,	groups,	

organizations	and	individuals.	

European	sanctions	can	range	

from	simple	economic	restrictions	

to	travel	bans	to	complete	

embargoes. 

The	consolidated	EU	sanctions	list	

is	available	on	the	official	website	

of	the	EU:	

https://eeas.europa.eu/

topics/sanctions-policy/8442/

consolidated-listof-sanctions_en

Continue Overleaf...

In Focus

Sanctions

Market Abuse Regulations - ESMA publishes the 
new final report on the amendments to the MAR 
for the promotion of the use of SME Growth 

Markets
On	October	29,	the	European	Securities	
and	Markets	Authority		(“ESMA”)
published	its	final	report,	related	
notably	to	the	Implementing	Technical	
Standards	for	the	insider	lists.	

According	to	the	Article	18	of	the	
European	Market	Abuse	Regulation,	
“issuers	and	any	person	acting	on	their	
behalf	or	on	their	account,	must	draw	
up	a	list	of	all	persons	who	have	access	
to	inside	information.	Such	list	shall	
be	updated	as	per	Article	18(4)	and	
provided	to	the	relevant	NCA	upon	
request”.	

Several	amendments	have	been	
introduced	for	SME	Growth	Market	
issuers	to	simplify	their	obligations	
under	MAR,	such	as	their	exemption	
from	establishing	insider	lists,	though	
specifying	that	such	issuers	still	need	to	
follow	up	on	the	possible	insiders	and	be	
able	to	provide	the	relevant	authorities	
with	a	list	of	insiders	upon	request.	
To	reduce	the	administrative	burden	
for	these	issuers,	another	amendment	
suggests	maintaining	insider	lists	

only	for	insiders	with	regular	(and	not	
occasional)	access	to	inside	information.	

Following	a	public	consultation,	ESMA	
suggested,	in	its	draft	ITS,	recording	only	
well-defined	data	points	in	the	insider	
lists:

• The	deal	or	event	that	generates	the	
obligation	to	prepare	the	insider	list;

• The	name	and	surname	of	the	
relevant	person;

• The	time	of	gaining	(and	losing)	
access	to	inside	information;

• Professional	and	personal	phone	
numbers;

• Identification	number;	and

• The	grounds	for	being	included	in	
the	list.

The	report	was	submitted	to	the	
European Commission for examination.

https://www.esma.europa.eu/sites/
default/files/library/esma70-156-3581_
final_report_on_sme_gms_rts-its_under_
mar_0.pdf	

A	recent	report	by	the	Group	of	States	
Against	Corruption	(Greco)	highlighted	
that	little	progress	has	been	made	
by	Luxembourg	in	implementing	the	
measures	the	Group	suggested	in	its	last	
report	on	Luxembourg	in	March	2019.	

The	deficiencies	are	related	to	the	
oversight	of	the	relationships	between	
the	lawmakers	and	lobbyists,	as	well	as	
declarations	of	financial	assets	held	by	
the	MPs	and	supervision	of	the	breaches	
of	parliamentary	code	of	conduct.	
The	provisions	for	independence	of	
the	public	prosecution	have	also	been	

disregarded	and	have	not	been	included	
into	the	country’s	constitution,	meaning	
that	prosecutor’s	office	still	remains	
under	the	command	of	the	Ministry	of	
Justice.	

Though	some	measures	have	been	taken	
to	remediate	the	situation,	Greco	still	
considers	them	as	insufficient	and	call	
Luxembourg	to	further	enhance	its	ABC	
framework.

https://delano.lu/d/detail/news/lux-
globally-unsatisfactory-anti-corruption-
compliance/212318

Luxembourg - receives ‘unsatisfactory’ report 

card from GRECO

https://delano.lu/d/detail/news/lux-globally-unsatisfactory-anti-corruption-compliance/212318
https://delano.lu/d/detail/news/lux-globally-unsatisfactory-anti-corruption-compliance/212318
https://delano.lu/d/detail/news/lux-globally-unsatisfactory-anti-corruption-compliance/212318
https://www.esma.europa.eu/sites/default/files/library/esma70-156-3581_final_report_on_sme_gms_rts-its_under_mar_0.pdf
https://www.esma.europa.eu/sites/default/files/library/esma70-156-3581_final_report_on_sme_gms_rts-its_under_mar_0.pdf
https://www.esma.europa.eu/sites/default/files/library/esma70-156-3581_final_report_on_sme_gms_rts-its_under_mar_0.pdf
https://www.esma.europa.eu/sites/default/files/library/esma70-156-3581_final_report_on_sme_gms_rts-its_under_mar_0.pdf
https://eeas.europa.eu/topics/sanctions-policy/8442/consolidated-listof-sanctions_en
https://eeas.europa.eu/topics/sanctions-policy/8442/consolidated-listof-sanctions_en
https://eeas.europa.eu/topics/sanctions-policy/8442/consolidated-listof-sanctions_en
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Similar	to	the	US	and	UK	systems,	

the	EU	has	implemented	a	

licensing	procedure	that	enables	

companies	and	Member	States	

to	deal	with	sanctioned	countries	

and	companies	under	specific	

conditions.	

Interestingly,	the	EU	followed	the	

US	sanctions	regime	targeting	

Iran,	but	after	Iran’s	withdrawal	

from	JCPOA,	the	EU	refused	

to	support	American	sanctions	

against	the	Islamic	Republic	and	

updated	its	existing	Blocking	

Statute	(initially	introduced	in	

1996	to	counter	US	sanctions	

on	Cuba,	Iran	and	Libya)	to	allow	

European	companies	to	deal	

with	Iran	as	part	of	international	

trade.	The	EU	also	created	a	

special	mechanism,	Instex	(a	kind	

of	a	clearing	house),	aimed	at	

facilitating	the	trade	with	Iran.	

As	of	today,	after	almost	2-years	

of	existence,	only	1	transaction	

has	been	passed	through	the	

mechanism	by	Germany.	

In Focus

SanctionsUNITED STATES OF AMERICA

Cryptocurrency - DoJ Announces Publication of 

Enforcement Framework

Early	October	2020,	the	US	

DoJ	released	a	report	called	

“Cryptocurrency:	An	Enforcement	

Framework”.	It	is	an	inventory	of	the	

threats	and	“enforcement	challenges”	

related	to	cryptocurrencies,	the	

relationships	of	the	US	regulators	with	

their	colleagues	around	the	world	and	

DoJ’s	“response	strategies”.	

The	FBI	also	contributed	to	the	report	

with	its	observations	around	the	illicit	

use	of	cryptocurrencies.	According	to	

the	agency,	despite	the	use	of	blockchain	

that	is	meant	to	make	transactions	in	

cryptocurrencies	more	transparent,	

the	latter	are	still	a	privileged	means	of	

criminals	to	“hide	their	true	identities”.	

DoJ	also	highlighted	the	importance	

of	the	legal	requirements	governing	

the	use	of	cryptocurrencies	and	drew	

public’s	attention	to	the	guidance	

available	to	better	comply	with	the	

obligations.	

Thus,	Part	I	of	the	report	provides	

an	inventory	of	threats	posed	by	

cryptocurrencies,	with	three	major	

categories:

• Financial	transactions	associated	

with	the	commission	of	crimes;

• Money	laundering	and	the	

shielding	of	legitimate	activity	

from	tax,	reporting,	or	other	legal	

requirements;	

• Crimes,	such	as	theft,	directly	

implicating	the	cryptocurrency	

marketplace	itself.

Part	II	describes	the	legal	and	regulatory	

means	available	to	law	enforcement	

to	counter	these	threats	and	outlines	

different	partnerships	between	local	

agencies	and	foreign	colleagues.	

Finally,	Part	III	discusses	the	potential	

challenges	that	the	government	may	

face	in	the	future.	

https://www.justice.gov/ag/page/

file/1326061/download

https://www.justice.gov/ag/page/file/1326061/download
https://www.justice.gov/ag/page/file/1326061/download
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In	2015,	the	French	bank	BNP	

Paribas	was	sentenced	by	the	US	

court	to	a	record	fine	of	USD	8.9	

billion	for	breaching,	between	

2000	and	2010,	the	embargo	

regimes	imposed	by	the	US	in	

relation	to	Cuba,	Sudan,	Iran	and	

Libya. 

The	bank	managed	to	

negotiate	a	plea	deal	with	the	

US	regulators.	In	addition	to	the	

substantial	financial	penalty,	

the	bank	was	also	subject	to	a	

5-year	trial	period	during	which	

the	financial	giant	was	subject	

to	enhanced	supervision	and	

committed	to	fully	revamping	its	

compliance	framework.	

Continue Overleaf...

In Focus

Sanctions Art - US Department of Treasury issues guidance 

on Potential Sanctions Risks Arising from 
Dealings in High-Value Artwork

On	October	30,	US	Department	of	

Treasury	issued	guidance	on	dealings	in	

high-value	artwork	linked	to	the	OFAC	

Designated	Individuals	and	Entities	and	

the	risks	associated	with	these	dealings.	

Art	objects	and	antiquities	are	recognised	

as	a	possible	channel	through	which	

persons	hit	by	the	US	sanctions	regimes	

can	access	financial	systems.	

A	wide	array	of	market	players	are	

covered	by	this	guidance,	including	art	

dealers,	art	galleries,	private	collectors,	

auction	houses,	agents	and	brokers,	

diamond	and	other	precious	stones	

dealers	and	even	museums.	

The	guidance	highlights	the	“lack	of	

transparency	in	artwork	transactions	

and	a	high	degree	of	anonymity	and	

confidentiality”,	and	frequent	use	of	shell	

entities	and	intermediaries.	This	seems	

especially	true	if	we	remember	the	issues	

around	freeports’	opacity	and	additional	

scrutiny	they	attract	from	regulators	

around	the	world.	

The	guidance	also	refers	to	a	report	

published	in	July	2020	by	the	Permanent	

Subcommittee	on	Investigations	of	the	

Senate	Committee	on	Homeland	Security	

and	Governmental	Affairs	that	mentions	

several	individuals,	notably	from	Russia	

and	North	Korea,	that	used	highly	opaque	

schemes	involving	art	objects.	

Finally,	the	guidance	reminds	covered	

persons	of	the	prohibition	to	deal	with	

sanctioned	entities	and	individuals	and	

draws	their	attention	to	the	fact	that	

the	so-called	“Berman	Amendment”	

does	not	automatically	and	fully	exempt	

transactions	related	to	art	from	“OFAC	

regulation	and	enforcement”.	

https://home.treasury.gov/policy-

issues/financial-sanctions/recent-

actions/20201030

Case Study – BNPP

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20201030
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20201030
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20201030
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OTHER INTERNATIONAL

Continued...

BNP	Paribas	pleaded	guilty	to	

the	charges	stating	that	the	bank	

had	wilfully	stripped	necessary	

information	from	their	wire	

transfers	so	that	it	was	impossible	

to	detect	they	were	going	to	or	

from	the	sanctioned	countries.	The	

bank	was	also	accused	of	trying	

to	wilfully	conceal	evidence	and	

information	about	these	dealings	

and	of	failure	to	cooperate	with	the	

authorities.	

Interestingly,	and	unprecedently,	

DoJ	accepted	to	distribute	the	

forfeited	sums	to	the	claimants	

considered	to	be	harmed	by	

the	dealings	of	the	bank	with	

the	sanctioned	countries.	This	

decision	though	was	subject	to	

multiple	controversies.	

In	2020,	BNP	Paribas	has	again	

appeared	on	the	radar	of	US	and	

French	authorities	for	its	alleged	

conspiracy	in	crimes	against	

humanity,	genocide	and	torture	in	

Sudan	under	the	regime	of	Omar	

Al	Bachir.	

While	the	bank	has	already	been	

sanctioned	by	the	US,	the	French	

authorities	have	only	launched	a	

judicial	investigation.	A	verdict	is	

yet	to	come.

In Focus

Sanctions
Singapore - Measures against money laundering, 

terrorist financing strengthened under proposed 
changes to payment services law

Germany - Regulation on Reporting Duties under 
the German Money Laundering Act - Real Estate 
(GwGMeldV-Immobilien)

The	Monetary	Authority	of	Singapore	
enhances	its	arsenal	against	money	
laundering	and	terrorist	financing	via	the	
use	of	virtual	payments,	thus	echoing	the	
same	regulatory	trend	in	Europe	and	the	
US. 

The	amendments	to	the	Payment	
Services	Act	were	presented	to	the	
Parliament	early	November	and	will	
cover	mainly	digital	exchanges,	e-wallet	
providers	and	cryptocurrency	firms.	
The	bill	also	suggests	expanding	several	
definitions,	such	as	that	of	digital	

payment	service	token	and	cross-
border	money	transfer	service,	in	order	
to	encompass	all	possible	vulnerable	
conduits	for	money	laundering	and	
terrorist	financing.	

The	Monetary	Authority	of	Singapore	
will	also	receive	additional	powers	to	take	
all	measures	it	deems	appropriate	for	the	

stability	of	the	local	financial	system.	

https://www.straitstimes.com/singapore/
politics/parliament-proposed-changes-
to-law-regulating-payment-services-to-
reduce-money	

Germany,	a	country	that	has	been	in	

the	breaking	news	for	some	time	due	

to	the	scandals	around	Deutsche	Bank,	

is	strengthening	its	AML	framework.	

New	reporting	obligations	were	

introduced	in	October	for	the	German	

Legal	and	Tax	Advisory	Professionals	

(lawyers,	notaries,	etc.)	in	Real	Estate	

Transactions.	

These	obligations	are	not	new,	but	the	
German	regulator	decided	to	extend	
them.	The	Regulation	concerns	corporate	
transactions	involving	domestic	real	
estate	which	is	transferred	by	means	of	
such	transactions	to	another	legal	entity.	

What	needs	to	be	reported:

• Transactions	involving	high-risk	or	
sanctioned	countries,	as	per	FATF	
and	EU	lists,	or	individuals/entities	
(residency	or	close	ties)

• Inconsistencies	regarding	the	
counterparties	or	beneficial	owners	
(false	identity,	forged	documents,	
criminal	charges,	cross-border	tax	
arrangements)

• Inconsistencies	regarding	
representation	(forged	power	of	
attorney,	etc.)

• Inconsistencies	regarding	the	price,	
acquisition	or	payment	(use	of	
cash	exceeding	EUR	10’000,	use	of	
cryptocurrencies,	bank	account	in	a	
third	country,	difference	in	purchase	
and	market	value,	payments	to	or	
from	a	third	party	not	involved	in	the	
deal,	etc.)

The	only	exception	from	reporting	
obligations	concerns	the	consideration	
of	particular	circumstances	and	absence	
of	any	suspicion	regarding	money	
laundering	or	terrorist	financing.

	In	case	of	violation	of	the	reporting	
obligations,	the	covered	persons	may	
be	subject	to	a	fine	amounting	to	EUR	
150’000	for	simple	breaches	or	up	to	
EUR	1	million	for	repeated	or	aggravated	
breaches,	or	up	to	twice	the	economic	

benefit	derived	from	the	breach.	

https://www.beiten-burkhardt.com/en/
blogs/rst/geldwaeschegesetzmeldepfli
chtverordnung-immobilien-gwgmeldv-
immobilien	

https://www.beiten-burkhardt.com/en/blogs/rst/geldwaeschegesetzmeldepflichtverordnung-immobilien-gwgmeldv-immobilien
https://www.beiten-burkhardt.com/en/blogs/rst/geldwaeschegesetzmeldepflichtverordnung-immobilien-gwgmeldv-immobilien
https://www.beiten-burkhardt.com/en/blogs/rst/geldwaeschegesetzmeldepflichtverordnung-immobilien-gwgmeldv-immobilien
https://www.beiten-burkhardt.com/en/blogs/rst/geldwaeschegesetzmeldepflichtverordnung-immobilien-gwgmeldv-immobilien
https://www.straitstimes.com/singapore/politics/parliament-proposed-changes-to-law-regulating-payment-services-to-reduce-money
https://www.straitstimes.com/singapore/politics/parliament-proposed-changes-to-law-regulating-payment-services-to-reduce-money
https://www.straitstimes.com/singapore/politics/parliament-proposed-changes-to-law-regulating-payment-services-to-reduce-money
https://www.straitstimes.com/singapore/politics/parliament-proposed-changes-to-law-regulating-payment-services-to-reduce-money
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Iranian Bank Used to Fund 

Hezbollah Is Implicated 

In Money Laundering In 

Toronto, Canada

Saderat	Bank,	an	Iranian	financial	

institution,	channelled	funds	to	

Canada	through	a	Toronto-based	

currency	exchange	business.	The	

bank	is	a	state-owned	FI	and	was	

allegedly	used	by	Hezbollah	for	its	

operations. 

In	2019,	the	Canadian	Security	

Intelligence	Service	monitored	

and	reported	on	Alireza	Onghaei,	

an	Iranian	immigrant	owner	of	a	

currency	exchange	company.	He	

allegedly	circumvented	sanctions	

by	redirecting	funds	through	

Dubai	that	is	–	together	with	the	

rest	of	the	UAE	–	is	known	for	

rather	lax	AML	controls	and	major	

deficiencies	identified	by	the	

standard-setting FATF. 

https://www.the961.com/csis-

report-iranian-bank-hezbollah-

toronto/

In Focus

Sanctions
Cayman – Report on anti-money laundering 
progress to FATF

France publishes a new ordinance to update its 

asset freeze regime

The	Caymans	have	been	under	FATF	

supervision	since	its	last	mutual	

evaluation	report	of	2019,	when	several	

deficiencies	were	highlighted	in	the	

Cayman	Islands	AML	framework.

	These	shortfalls	included	the	absence	

of	ML	investigations	and	prosecutions,	

insufficient	and	inadequate	assessment	

of	risks	posed	by	legal	entities	and	

arrangements.

The	UK	Crown	dependency	has	provided	

an	update	on	it’s	progress	in	developing	

enhancements	of	its	AML	measures

The	territory	has:	

• Launched	risk	assessments	for	

terrorist	financing	risks,	

• Excluded	persons	under	the	

Securities	Investment	Business	Law,

• Non-financial	businesses,	such	as	

real	estate	agents	and	art	dealers,	

are	now	covered	by	the	AML	

requirements	and	supervised	by	the	

local	regulator,

• A	Bureau	of	Financial	Investigation	

has	been	established	within	the	local	

Police	Service	in	order	to	investigate	

complex	cross-border	cases,	

• The	local	Registrar	of	Companies	has	

also	been	amended	to	include	and	

make	available	names	of	directors,	

“including	alternate	directors,	as	well	

as	managing	members	of	limited-

liability	companies	and	authorised	

share	capital”,

Finally,	legislation	has	been	updated	

with	regards	to	legal	arrangements	to	

increase	their	transparency	and	allow	law	

enforcement	and	authorities	to	request	

necessary	information	from	the	trustees	

whose	AML	obligations	have	been	

specified.	

These	developments	have	probably	

also	contributed	to	the	reassessment	

by	the	EU	of	its	list	of	non-cooperative	

jurisdictions	for	tax	purposes,	and	to	the	

removal	of	Cayman	Islands	from	this	list	

in	October.	

https://www.caymancompass.

com/2020/11/03/cayman-reports-anti-

money-laundering-progress-to-fatf/

On	November	4,	the	French	legislators	

issued	the	Ordinance	n°	2020-1342	

enhancing	the	asset	freeze	regime.	

The	document	comprises	13	articles	

amending	the	current	framework	around	

asset	freeze.

https://www.afg.asso.fr/wp-content/

uploads/2020/11/rapport-ordonnance-

2020-1342-du-4-novembre-2020-

gel-des-avoirs-interdiction-de-mise-

disposition-2020-11-05.pdf	

https://www.afg.asso.fr/wp-content/uploads/2020/11/rapport-ordonnance-2020-1342-du-4-novembre-2020-gel-des-avoirs-interdiction-de-mise-disposition-2020-11-05.pdf
https://www.afg.asso.fr/wp-content/uploads/2020/11/rapport-ordonnance-2020-1342-du-4-novembre-2020-gel-des-avoirs-interdiction-de-mise-disposition-2020-11-05.pdf
https://www.afg.asso.fr/wp-content/uploads/2020/11/rapport-ordonnance-2020-1342-du-4-novembre-2020-gel-des-avoirs-interdiction-de-mise-disposition-2020-11-05.pdf
https://www.afg.asso.fr/wp-content/uploads/2020/11/rapport-ordonnance-2020-1342-du-4-novembre-2020-gel-des-avoirs-interdiction-de-mise-disposition-2020-11-05.pdf
https://www.afg.asso.fr/wp-content/uploads/2020/11/rapport-ordonnance-2020-1342-du-4-novembre-2020-gel-des-avoirs-interdiction-de-mise-disposition-2020-11-05.pdf
https://www.caymancompass.com/2020/11/03/cayman-reports-anti-money-laundering-progress-to-fatf/
https://www.caymancompass.com/2020/11/03/cayman-reports-anti-money-laundering-progress-to-fatf/
https://www.caymancompass.com/2020/11/03/cayman-reports-anti-money-laundering-progress-to-fatf/
https://www.the961.com/csis-report-iranian-bank-hezbollah-toronto/
https://www.the961.com/csis-report-iranian-bank-hezbollah-toronto/
https://www.the961.com/csis-report-iranian-bank-hezbollah-toronto/
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Qatar – Three years on

China - sanctions imposed on major US defence 

companies after arms sales to Taiwan

Amidst	the	Russia-Ukraine	conflict,	the	
migratory	crisis	in	Europe,	presidential	
elections	in	France,	and	some	political	
turmoil,	the	year	2017	was	not	the	one	
to	be	remembered	for	the	sanctions	
imposed	on	Qatar.	Yet,	exactly	in	2017,	
a	coalition	led	by	Saudi	Arabia,	and	
including	Bahrain,	the	UAE,	Egypt,	later	
joined	by	Yemen,	Jordan,	Mauritania,	
Senegal	and	some	other	nations,	laid	the	
foundation	of	what	was	called	the	Qatar	
diplomatic	crisis	which	is,	by	the	way,	is	
still	ongoing.	

The	year	2020	therefore	marks	the	
3rd	anniversary	of	this	Middle-Eastern	
imbroglio.	

The	coalition	accused	Qatar	of	
supporting terrorism and imposed 

sanctions	on	the	Arab	nation.	Since	then	
Qatar	has	managed	to	meet	all	the	13	
requirements	of	the	ultimatum	issued	by	
the	coalition,	including	closing	Al-Jazeera	
and	other	media	outlets	funded	by	Qatar	
and	severing	ties	with	allegedly	terrorist	
(ideological	and	religious)	organisations.

But	what	has	been	the	impact	of	these	
sanctions?	Have	they	been	genuinely	
successful?	

https://www.energypolicy.columbia.
edu/research/report/qatari-sanctions-
episode

China	sanctions	Boeing	Defense,	Space	
&	Security,	Lockheed	Martin,	and	
Raytheon,	along	with	individuals	that	
played	a	crucial	role	in	these	contracts,	
for	US	arms	sales	to	Taiwan	that	China	
still	considers	as	a	part	of	its	territory	
and	“has	never	ruled	out	retaking	control	
of	by	force”.	The	US	has	never	formally	
supported	the	policy	adopted	by	China	
with	regards	to	Taiwan.	

According	to	the	Chinese	Foreign	
Ministry	spokesman,	Zhao	Lijian,	“The	US	
arms	sales	to	Taiwan	severely	violate	the	
one-China	principle	and	the	three	China-
US	joint	communiqués,	and	seriously	

undermine	China’s	sovereignty	and	
security	interests”.	

Some	of	the	targeted	companies	have	
already	started	to	justify	their	dealings	
with	Taiwan	by	confirming	these	
transactions	are	strictly	regulated	and	
supervised	by	the	US	authorities	and	are	
not	to	affect	in	any	way	the	private	trade	
relationships	with	the	“Chinese	aviation	
community”.	

https://www.theguardian.com/
world/2020/oct/27/china-sanctions-
major-us-defence-companies-after-
arms-sales-to-taiwan	

In	October,	the	European	

Commission	and	the	High	

Representative	of	the	Union	for	

Foreign	Affairs	and	Security	Policy	

presented	their	joint	Proposal	for	

a	Council	Regulation	concerning	

implementation	of	restrictive	

measures	(sanctions)	against	

serious	human	rights	violations	

and	abuses	worldwide.

If	adopted,	this	new	mechanism	

will	be	added	to	the	current	

sanctions	regimes	and	enable	the	

EU	to	sanction	individuals	and	

entities	that	violate	human	rights,	

regardless	of	their	geographical	

location	and	the	actual	

responsibility	for	these	breaches.	

The	sanctions	themselves	will	

most	probably	include	the	well-

known	asset	freeze	and	travel	

bans. 

https://ec.europa.eu/commission/

presscorner/detail/en/ip_20_1939

In Focus

Sanctions

Sanctions and Human 

Rights: towards a European 

framework to address human 

rights violations and abuses 

worldwide

https://www.theguardian.com/world/2020/oct/27/china-sanctions-major-us-defence-companies-after-arms-sales-to-taiwan
https://www.theguardian.com/world/2020/oct/27/china-sanctions-major-us-defence-companies-after-arms-sales-to-taiwan
https://www.theguardian.com/world/2020/oct/27/china-sanctions-major-us-defence-companies-after-arms-sales-to-taiwan
https://www.theguardian.com/world/2020/oct/27/china-sanctions-major-us-defence-companies-after-arms-sales-to-taiwan
https://www.energypolicy.columbia.edu/research/report/qatari-sanctions-episode
https://www.energypolicy.columbia.edu/research/report/qatari-sanctions-episode
https://www.energypolicy.columbia.edu/research/report/qatari-sanctions-episode
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1939
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In	October,	the	American	banking	

giant	was	fined	GBP	96.6	million	by	

the	UK	FCA	for	serious	deficiencies	

in	its	risk	management	framework	as	

part	of	the	global	1MDB	investigation,	

in	which	enforcement	authorities	from	

several	countries	claimed	their	right	to	

impose	penalties	on	Goldman	Sachs.	

According	to	the	FCA	Final	Notice,	

“the	1MDB	transactions	“carried	

significant	risk	for	GSI.	They	were	

high	value,	complex	deals,	executed	

in	compressed	timescales	over	an	

11-month	period”	and	“involved

clients	and	counterparties	in	

jurisdictions	that	GSI	had	identified	

as	representing	enhanced	legal,	

compliance	and	reputational	risk”.	

The	bank	is	therefore	accused	of	

wilful	blindness,	breach	of	its	duty	

of	diligence	that	allowed	bribery	

and	misconduct	to	go	unnoticed	

over	a	certain	period	of	time.	The	

Notice	specifically	points	out	that	

senior	management	was	aware	of	the	

misconduct	and	did	not	take	any	steps	

to end it. 

https://www.fca.org.uk/publication/

final-notices/gsi-2020.pdf

Frankfurt	prosecutors	fined	Deutsche	
Bank	€13.5m	for	the	belated	reporting	
of	suspicious	transactions	it	processed	
for	Danske	Bank’s	Estonian	branch.	
At	the	same	time,	the	prosecutors	
cleared	Germany’s	largest	lender	
of	money	laundering	allegations	
linked	to	its	role	as	a	correspondent	
bank	for	Danske’s	Estonian	branch.	
The	prosecutors	dropped	a	criminal	
investigation	into	the	matter,	citing	a	
“lack	of	sufficient	evidence”.

After	Deutsche	Bank’s	role	in	
the	scandal	was	exposed	by	a	
whistleblower	in	late	2018,	Frankfurt	
prosecutors	and	the	Federal	Criminal	
Police	Office	started	a	joint	criminal	
investigation	into	the	matter	and	
seized	documents	linked	to	suspicious	
transactions.	Deutsche	Bank	launched	
two	internal	investigations	into	the	
issue	and	faced	questions	from	US	
regulators	about	its	role.	

While	Frankfurt	prosecutors	dropped	
the	criminal	investigation	against	
Deutsche	Bank,	the	authorities	found	
that,	between	2010	and	2015,	in	

627	cases	the	lender	failed	to	flag	
potentially	suspicious	transactions	to	
law	enforcement	authorities	on	time.	
For	each	of	these	failures,	Deutsche	
Bank	was	fined	between	€12,500	and	
€30,000.	

Deutsche	Bank	said	on	that	it	
accepted	the	fine	but	pointed	out	
that	“no	allegations	were	made	
against	the	bank	in	terms	of	it	having	
breached	its	supervision	obligations	
or	organisational	duties	or	certain	
persons	violating	their	responsibility,	
nor	were	any	breaches	ascertained”.

https://
www.internationalinvestment.net/
news/4021650/deutsche-bank-fined-
eur-tardy-flagging-suspicious-
transfers

Goldman Sachs International (GSI) fined £96.6 
million in UK for risk management failures

Deutsche Bank fined €13.5m for flagging 
suspicious transactions too late

Part Three: Enforcement Action
In Focus

Sanctions

Treasury Sanctions Russian 

Government Research 

Institution Connected to the 

Triton Malware

The	US	Treasury	included	the	State	

Research	Center	of	the	Russian	

Federation	FGUP	Central	Scientific	

Research	Institute	of	Chemistry	and	

Mechanics	into	its	list	of	designated	

entities	as	a	crucial	mastermind	behind	

the	cyberattacks	involving	the	Triton	

malware	–	a	malicious	programme	that	

allegedly	attacks	industry	safety	systems.	

According	to	the	US	government,	this	

malware	has	been	used	in	cyberattacks	

against	the	US	and	its	allies	in	the	Middle	

East.

Pursuant	to	Section	224	of	CAATSA,	the	

Institute’s	assets,	property	and	interests	

with	US	nexus	will	be	blocked	and	US	

persons	are	prohibited	from	dealing	with	

the	entity.

https://home.treasury.gov/news/press-

releases/sm1162

https://home.treasury.gov/news/press-releases/sm1162
https://www.internationalinvestment.net/news/4021650/deutsche-bank-fined-eur-tardy-flagging-suspicious-transfers
https://www.fca.org.uk/publication/final-notices/gsi-2020.pdf
https://www.fca.org.uk/publication/final-notices/gsi-2020.pdf
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